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Watch Center Cell Functions and Overview

The Watch Center floor 
is organized by "cells" 
that correspond to 
functional areas related 
to use cases, tasking, 
and responsibilities. 

The Coordination cell 
will be focused on 
facilitating 
communication 
between analysts and 
Space ISAC Members 
and approving reports. 

There is a natural 
progression of physical 
and cyber analysis (All-
Source) to Multi 
Domain Operations 
(MDO) including Signals 
and Space concepts. 
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Threat Assessments

Key Takeaways: 

• China has continued to grow space and 
counterspace assets

• Russia has continued to display less 
advanced capabilities

• Iran has built one of the largest space 
programs in the middle east

• North Korea has increased space 
activity, including ISR capabilities

Key Takeaways: 

• China seeks to supplant the US as the 
dominant power in space

• Competition has extended from near-
earth orbits to cislunar and beyond

• Cislunar ambitions pose political, 
economic, and military implications

• The exploitation of outer space mirrors is 
integral to China’s national strategy 

Key Takeaways: 

• Threat actors leverage as-a-service 
offerings for phishing, identity theft and 
DDoS attacks

• Significant shift in cybercriminal tactics
• Russia has continued to display less 

advanced capabilities
• External remote services (RDP & VPNs) 

are among the most exploited vectors

Key Takeaways: 

• Foreign Intelligence Entities (FIEs) see 
US space industry as vital to Economy, 
National Security, and Global 
competition

• FIEs use cyberattacks, strategic 
investment, and supply chain exploits

• Indicators include cyber activity and 
collection tactics

CSIS Space Threat 
Assessment 2023 

Microsoft 2023 Digital 
Defense Report

NSSA – Strategic 
Implications of China’s 
Cislunar Space Activities

FBI, NCSC, AFOSI - 
Safeguarding the US 
Space Industry



• Nation State Actors represent the most dangerous 
threat to the commercial space industry. 

• Cyber actors are funded by state governments to 
conduct targeted, malicious cyber campaigns

• State-sponsored cyber campaigns typically serve 
foreign intelligence and military objectives. 

• Threat actors from China, Russia, Iran, and North 
Korea have demonstrated capability and intent to 
target space companies through a variety of 
methods. 

• Motives are focused on establishing persistence 
and exfiltrating data for espionage and competitive 
advantage in the space sector – Living off the Land

• Distinguished from financially motivated groups

Nation State Actors
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CHINA:
• China has doubled its number of satellites in orbit 

between 2019 and 2021
• Leverages cyber & counterspace capability to 

target US space sector and critical infrastructure
• China utilizes global investment (ex. BRI) to 

circumvent sanctions, grow global influence, and 
target the supply chain

RUSSIA:
• Russia maintains cyber and counterspace 

capabilities
• Threat actors use a diverse set of TTPs to disrupt 

organizations
• Cyber campaigns focused on NATO member 

countries and military support of Ukraine
• Several pro-Russian cybercrime groups have 

surfaced and routinely threaten the US defense 
and aerospace sectors



Ransomware and Hacktivism
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Ransomware continues to be the leading category of cybercrime across all sectors. 
Threat groups have shifted to extortion-based tactics

• Increased collaboration among threat actor groups: affiliate programs, as-a-service offerings, 
and the sale of toolkits to enable brute force attacks

• AI/ML is being leveraged for use in cyber attacks to bolster phishing and BEC attacks
• Compromised accounts are weaponized and constitute one of the most common TTP used to 

gain initial access
• The majority of ransomware attacks target SMBs, manufacturing and supply chain 
• Darkweb marketplaces and clear web forums provide opportunities to advertise and sell stolen 

data
• Majority of attributed ransomware activity tied to Chinese and Russian state sponsored cyber 

threat actors

Hacktivists and cybercrime groups routinely leverage DDoS and defacement attacks 
to target websites and external assets. 

• While denial of service attacks are less damaging to organizations, these attacks can be carried 
out by less sophisticated cybercrime groups

• Disruptive cyber activity in relation to regional conflicts (Russia/Ukraine > Israel/Hamas)

• As-a-service offerings are becoming more prominent for DDoS kits and botnet subscriptions, 
providing capabilities without the need to maintain botnets

Ransomware: 

Top Cybercrime Orgs:

Top Groups:
• Lockbit 3.0
• BlackBasta
• Royal Ransomware
• Akira
• BlackCat

On the Rise: 
↑ 8Base
↑ NoEscape
↑ Cactus
↑ CL0P
↑ Play

• Lazarus
• Killnet / Killmilk
• Anonymous Sudan
• SeigedSec
• UserSec
• GhostSec

• Anonymous Russia
• REvil



Signals

• Consistent levels of interference in conflict areas, correlates to internet suppression

• Uptick in interference activities related to geopolitical conflicts (ex. Azerbaijan)

• Insights derived from FAA & ICAO NOTAMS – interference and 5G C-band testing

• Jamming activity near Baltic region, black sea observed from February – August 2023

• Verified uptick in GEO interference observations in October 2023

Space

• Increase in number of global launches, active satellites

• Uptick in Payload to Launch Ratio: '22 = 12.68 / '23 = 13.23

• Proliferation in LEO leading to an increase in conjunction assessment considerations

• Contested environments arise in Cislunar and VLEO

• Notice to Space Operators (NOTSOs) – Majority of maneuvers reported are from PRC 
owned assets. 

• Satellites of interest include 41103 and 40258

• Increased solar weather in relation to solar maximum, minor impacts to satellites 

Signals and Space-Based Threats 
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Tactics, Techniques, and Procedures

Exploit Public Facing Application
• Attackers have shown the ability to infiltrate 

networks at the application layer through 
internet-facing services. This tactic is 
commonly used due to the prevalence of 
software vulnerabilities. Other applications 
include exploitation of VPNs and Firewalls. 

Use of Valid Accounts
• Threat actors utilize valid credentials and 

domain accounts to obfuscate detection. The 
access and use of valid accounts has 
increased with the use of information stealers, 
credential harvesting, and as-a-service toolkits. 

Living off the Land 
• Techniques that involve using network 

administration tools fall under this category. 
Living off the Land TTPs bolster persistent 
access and defense evasion and are indicative 
of Advanced Persistent Threats. 

INITIAL ACCESS Valid Accounts
Exploit Public 

Facing Application Phishing
Supply Chain 
Compromise



CL0P Ransomware group exploited zero-day vulnerabilities in MOVEit file transfer software for initial access, led 
to the largest string of successful ransomware attacks in 2023
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Peach Sandstorm used commercial remote monitoring service AnyDesk to maintain access to victim networks. 
This activity was observed in a subset of a larger espionage campaign against satellite and defense sectors. 
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BlackTech threat actors were observed targeting network devices and modifying router firmware. They utilize 
custom malware and living off the land tactics to avoid endpoint detection
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PowerDrop, a malicious PowerShell script, surfaced in June 2023, used by suspected nation-state actors to target 
the US Aerospace and Defense sectors.  
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Multiple nation-state actors have exploited vulnerabilities in ManageEngine software and firewalls to target space 
industry. The threat actors leveraged SSH protocols to communicate with C2 servers
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• Increased targeting of space supply chain
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Impact of Zero Trust 
Architecture on Space 
Warfare

Altif Brown, Co-Founder, 
Constellation Network



Securing the Cosmos

The Integration and Impact of Zero Trust 
Architecture in Modern Space Warfare

Altif Brown

Co-Founder & Dir, Open Source Community 

Constellation Network, Inc. 
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● Welcome and Introduction 

● Constellation Overview

● Intro to ZTA

● Why ZTA Matters

● Emerging Technologies

● Challenges

● Use Case

● The Way Forward



Remember this number:
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Company Overview

Fall 2023



Constellation is a 3rd generation 
Blockchain infrastructure that fulfills 
the promise of secure 
decentralization. We combine fast 
communications speeds, easy 
implementation and low operational 
costs.  



Company Highlights

US Based Blockchain Infrastructure Company
Base Layer Protocol - DAG Architecture  - Custom Consensus - L0 Interoperability - Open Source

A Feeless & Scalable Network Built Around the Validation & Management of Data
Hypergraph Transfer Protocol (HGTP) - 80k Transaction in 7 Seconds - Highly Energy Efficient 

Web3 Tooling for Developers & Support for Legacy Systems
Euclid SDK (Metagraphs) - Stargazer Multi-Currency Wallet - Node Management Support - DeFi Platform

100+ Projects from Legacy to Emerging, Engaged in Building on Constellation
Business Accelerator Program - Web3 Legal LaunchKit - 100k+ Community Members & Wallet Holders 

Native Cryptocurrency $DAG - Utility Validates Complex Data and Transactions
#250 Market Cap Ranking - Focused on Complex Data Types VS Basic Transfer of Value (BTC, ETH, Etc.) 



Threat Landscape
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Changing Landscape of Space Warfare

➢ State-sponsored cyberattacks 
that target critical space 
infrastructure.

➢ Non-state actors/ Independent 
groups with varied motives.

External Threats
Development and deployment of anti-
space asset  weaponry

Global Implications

➢ Rapid development of anti-
satellite weapons by major 
powers.

➢ Electronic warfare: 
jamming, spoofing, and 
SATCOM interference 
techniques.

➢ Dual-use technologies: 
Commercial tech with 
potential military 
applications.

36

➢ Disruptions affecting global 
communication and 
navigation systems.

➢ Economic implications: 
satellite-based services, 
GPS, supply chains, and 
more.

➢ Geopolitical tensions arising 
from contested space 
domains.

Increased reliance on digital systems leading to new vulnerabilities.

Internal Threats

➢ Insider sabotage

➢ Compromised updates

➢ Human errors



Introduction to Zero Trust Architecture
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Origins
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★ Authentication and trust have been foundational for centuries. Ancient civilizations employed seals, symbols, and other 

methods to validate and authenticate messages.

★ 1980s-1990s: The dawn of digital networking brought a perimeter-based security approach, where everything inside the 

network was trusted, and external entities were not.

★ 2000s: With the rise of mobile computing and cloud services, the traditional network perimeter began to erode. The 

need for a new security model became evident.

★ 2010: John Kindervag, while at Forrester Research, introduced the concept of "Zero Trust". It was a revolutionary 

approach that suggests never trusting and always verifying, regardless of whether the resource is inside or outside the 

network.



What is Zero Trust Architecture?

39

1. No Implicit Trust: Trust is not based on location (e.g., inside or outside the corporate network).

2. Least Privilege: Users/access devices are given the minimum access required to perform their tasks.

3. Microsegmentation: Breaks the network into smaller zones to maintain separate access for separate 

segments.

4. Continuous Verification: Requires validation of all entities and requests, regardless of source.

NEVER TRUST, ALWAYS VERIFY



Why Zero Trust Architecture Matters?
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★ Enhanced Security: Reduces the attack surface 

and limits lateral movement.

★ Flexibility: Adapts to various digital environments, 

from cloud to on-premises.

★ Improved Compliance: Helps organizations meet 

stringent regulatory requirements.

★ Proactive Defense: Shifts from reactive security 

measures to proactive defenses.

Executive Order (EO) 14028



The Nexus of ZTA & Emerging Technologies
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Do You Remember That Number?
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Blockchain/DLT
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Decentralization:
No single point of trust. Trust is distributed across 
the network nodes.

Cryptography:
Every transaction is cryptographically signed.
Block hashes ensure data integrity and prevent 
Tampering.

Consensus Algorithms:
Transactions/data transfers are only added to the 
blockchain after network consensus, ensuring 
authenticity and reliability.

Key Takeaways

Trustless Environment: Blockchains are 
inherently designed to function in a trustless 
environment. Trust is generated through 
protocol & math, not through intermediaries.

Security: Zero Trust minimizes attack 
vectors, and blockchain's inherent zero trust 
properties add an additional layer of 
security against malicious actors.

Decentralized Verification: Blockchain’s 
verification process is distributed, ensuring 
that trust isn't centralized.



Other Emerging Technologies
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&

Artificial Intelligence/Machine LearningQuantum Resistance

● Quantum computing poses 
threats to current encryption.

● Quantum-resistant algorithms in 
development to protect against 
quantum breaches.

● Forefront of threat modeling.
● Predictive analysis & real-time responses.
● AI growth predicted at $1.3 Trillion by 2032.
● Challenges: Quality data reliance & space 

systems integration.



Other Emerging Technologies
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&

Remote Security Posture AttestationEdge Computing

● Process data at its source.
● Advantages: Reduced latency & 

data exposure alignment with 
ZTA

● Lightweight, scalable way to implement 
security across large, dynamic SATCOM 
ecosystems containing diverse devices with 
varying capabilities

● Ensures device trustworthiness for risk 
management in HSN (Hybrid Space Network)

● Not constrained by SWaP



Key Challenges in ZTA Implementation
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Real-time Authentication Challenges
Need for instantaneous decisions based on real-time data.
Balancing rigorous ZTA authentication without introducing operation-impeding latencies.

Micro-segmentation in Satellite Networks
Complex interactions among satellites, ground stations, and military assets.
Ensuring a security breach in one segment doesn't compromise the entire system.

Threat of Advanced Persistent Threats (APTs)
APTs: Stealthy and long-term cyberattacks.
Amplified implications in space warfare due to potential for intelligence gathering and large-scale assaults.

Continuous Oversight and Evolution
Post-ZTA deployment isn't the endgame.
Constant surveillance and adaptive security protocols needed to address ever-changing threats.

Synchronizing ZTA with Legacy Infrastructures
Challenges due to extended operational lifecycles of space assets.
Issues range from software incompatibilities to hardware constraints.



Use Case



IRON SPIDR

USAF, AMC, and 618 AOC (the air component to USTRANSCOM) have a national defense-related mission 
need in the area of securing their legacy and future C2 and mission planning systems and data exchanges 
with their commercial partners and lay foundation for transition to big data cloud infrastructure using a 
unique scalable, secure end-to-end, multi-source, smart contracts, and big data Blockchain solution.

48



Iron SPIDR Deployment Approach
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Blockchain to Blockchain Communications with a Smart 

Contracting Framework Enabling Secure Information 

Sharing for Mission Execution

★ USTRANSCOM Private Permissioned Blockchain 

Network

★ CRAF Private Permissioned Blockchain Network

★ Secure Smart Contracting Application for CRAF 

& TCAQ Communications & Mission 

Orchestration

★ Node Operators (Virtual Machines) Powering 

Multiple Blockchain Networks Enforcing 

Security of All Data-in-Transit Transactions

★ Data at Rest is Securely Stored Using Kinnami’s 

Encrypted Sharding Approach

DEPLOYMENT BREAKDOWNUSTRANSCOM

Private DoD 
Blockchain Network

Private CRAF
Blockchain Network

Multi-Author
Smart Contract

Distributed Secure Data Storage

Each CRAF Operates via 
Separate Channels

CRAF



Benefits & Impact

★ Secure Intelligence Sharing Between Government 

and Industry

★ Protection from Spoofing, Corruption, Jamming & 

Man-in-the-Middle Attacks

★ Robust Cyber Intelligence to Inform Cyber Actions for 

Mission 

★ End-to-End Encrypted Data Transmission and Storage 

Protection Procedures

★ Quantum Attack Protected Communications to 

Ensure Global Navigation
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FOR BOTH USTRANSCOM & CRAF

★ Ease of Deployment - Leverages Existing Infrastructure 

Investments

★ Highly Scalable, Fast and Uses Less Energy for Computational 

Use than Existing Systems

★ Real-Time Mission Progress - Secure Monitoring of Content 

Updates & Mission Movement

★ CRAF IP and Data is Protected Using Blockchain to Blockchain 

with Smart Contracting 

★ All Contract Events Notarized Providing Proof of Ownership 

& Advanced Analytics 



The Way Forward
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The Way Forward
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Global Collaboration

★ Joint R&D: Exploring novel authentication 
protocols, threat detection, and seamless 
integration.

★ Shared Testing: Establish environments for 
rigorous evaluations, simulating real-world 
scenarios.

★ Universal Standards: Crucial for consistent ZTA 
application; should be dynamic and reviewed 
regularly.

★ Collaborative Platforms: Sharing real-time threat 
intelligence for quick identification & mitigation.

Human Training 

★ Training & Development: Vital despite ZTA's technological 

advancements.

★ Tailored Programs: From basic ZTA courses to advanced workshops.

★ Simulated Environments: Offer hands-on experience, replicating 

actual space operations.

★ Periodic Assessments: Ensure personnel remain updated with ZTA 

advancements and evolving threats.



Key Takeaways

Evolving Threat Landscape: Space warfare has transitioned from primarily physical threats to sophisticated 
cyber threats, requiring adaptive security measures.

Limitations of Traditional Security: Perimeter-based defenses, once effective, now show vulnerabilities 
against modern cyber threats, especially in the dynamic realm of space.

ZTA's Role: Zero Trust Architecture (ZTA) offers a proactive, adaptive, and granular approach to security, 
addressing both external and internal threats.

Emerging Technologies: Technologies like blockchain, AI, and quantum-resistant algorithms play a pivotal 
role in enhancing ZTA's effectiveness in space warfare.

Collaboration is Crucial: Given the global nature of space warfare, international collaboration, shared 
standards, and joint R&D initiatives are essential for effective ZTA implementation.

Human Element: While technology is vital, training and skill development for personnel are equally crucial 
to ensure the successful adoption and management of ZTA protocols.



"Trust is a vulnerability." 

– John Kindervag
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The father of Zero Trust



Thank You

Feel free to reach out to me:

altif@constellationnetwork.io 

Brian Thamm

Sophinea

The full length paper will be 
made available to the full 
SpaceISAC when this 
conference concludes. 

Special Thanks to:

James Gallegos 

Deloitte

William Mattull

Viasat
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EXECUTIVE ORDER 

 
13870 

- - - - - - - 
 

AMERICA'S CYBERSECURITY WORKFORCE 
 
 

By the authority vested in me as President by the 

Constitution and the laws of the United States of America, and 

to better ensure continued American economic prosperity and 

national security, it is hereby ordered as follows: 

Section 1.  Policy.  (a)  America's cybersecurity workforce 

is a strategic asset that protects the American people, the 

homeland, and the American way of life.  The National Cyber 

Strategy, the President's 2018 Management Agenda, and Executive 

Order 13800 of May 11, 2017 (Strengthening the Cybersecurity of 

Federal Networks and Critical Infrastructure), each emphasize 

that a superior cybersecurity workforce will promote American 

prosperity and preserve peace.  America's cybersecurity 

workforce is a diverse group of practitioners who govern, 

design, defend, analyze, administer, operate, and maintain the 

data, systems, and networks on which our economy and way of life 

depend.  Whether they are employed in the public or private 

sectors, they are guardians of our national and economic 

security. 

(b)  The United States Government must enhance the 

workforce mobility of America's cybersecurity practitioners to 

improve America's national cybersecurity.  During their careers, 

America's cybersecurity practitioners will serve in various 

roles for multiple and diverse entities.  United States 

Government policy must facilitate the seamless movement of 

cybersecurity practitioners between the public and private 

sectors, maximizing the contributions made by their diverse 

skills, experiences, and talents to our Nation. 
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DISCLAIMER: This document is marked TLP:WHITE. Disclosure is not limited. Sources may use TLP:WHITE when information carries minimal or no 
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may be distributed without restriction. For more information on the Traffic Light Protocol, see http://www.cisa.gov/tlp/. 
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Thousands of requirements – don’t miss one!
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This publication contains comprehensive updates to the 
Risk Management Framework. The updates include an 
alignment with the constructs in the NIST Cybersecurity 
Framework; the integration of privacy risk management 
processes; an alignment with system life cycle security 
engineering processes; and the incorporation of supply 
chain risk management processes. Organizations can 
use the frameworks and processes in a complementary 
manner within the RMF to effectively manage security 
and privacy risks to organizational operations and 
assets, individuals, other organizations, and the Nation. 
Revision 2 includes a set of organization-wide RMF tasks 
that are designed to prepare information system owners 
to conduct system-level risk management activities. The 
intent is to increase the effectiveness, efficiency, and 
cost-effectiveness of the RMF by establishing a closer 
connection to the organization’s missions and business 
functions and improving the communications among 
senior leaders, managers, and operational personnel. 
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DOD INSTRUCTION 8510.01 

RISK MANAGEMENT FRAMEWORK FOR DOD SYSTEMS 

Originating Component: Office of the DoD Chief Information Officer 

Effective: July 19, 2022 

Releasability: Cleared for public release.  Available on the Directives Division Website 
at https://www.esd.whs.mil/DD/. 

Reissues and Cancels: DoD Instruction 8510.01, “Risk Management Framework (RMF) for DoD 
Information Technology (IT),” March 12, 2014, as amended 

Incorporates and Cancels: Directive-type Memorandum 20-004, “Enabling Cyberspace 
Accountability of DoD Components and Information Systems,”  
November 13, 2020, as amended 

Approved by: John B. Sherman, DoD Chief Information Officer 

Purpose: In accordance with the authority in DoD Directive (DoDD) 5144.02, this issuance: 

• Establishes the cybersecurity Risk Management Framework (RMF) for DoD Systems (referred to in 
this issuance as “the RMF”) and establishes policy, assigns responsibilities, and prescribes procedures 
for executing and maintaining the RMF. 

• Establishes and applies an integrated enterprise-wide decision structure for the RMF that includes 
and integrates DoD mission areas (MAs) pursuant to DoDD 8115.01 and the governance process 
prescribed in this issuance. 

• Provides guidance on reciprocity of system authorization decisions for the DoD in coordination with 
other Federal agencies. 

• Authorizes and designates the RMF Technical Advisory Group (TAG) as the body responsible for 
developing and publishing RMF implementation guidance. 
 

 
 

 
 

Department of Defense 
INSTRUCTION 

 
 
 

NUMBER 8500.01 
March 14, 2014 

Incorporating Change 1, Effective October 7, 2019 
 

DoD CIO 
 
SUBJECT: Cybersecurity 
 
References: See Enclosure 1 
 
 
1.  PURPOSE.  This instruction: 
 

a.  Reissues and renames DoD Directive (DoDD) 8500.01E (Reference (a)) as a DoD 
Instruction (DoDI) pursuant to the authority in DoDD 5144.02 (Reference (b)) to establish a 
DoD cybersecurity program to protect and defend DoD information and information technology 
(IT). 

 
 b.  Incorporates and cancels DoDI 8500.02 (Reference (c)), DoDD C-5200.19 (Reference 
(d)), DoDI 8552.01 (Reference (e)), Assistant Secretary of Defense for Networks and 
Information Integration (ASD(NII))/DoD Chief Information Officer (DoD CIO) Memorandums 
(References (f) through (k)), and Directive-type Memorandum 08-060 (Reference (l)). 
 

c.  Establishes the positions of DoD principal authorizing official (PAO) and the DoD Senior 
Information Security Officer (SISO) and continues the DoD Information Security Risk 
Management Committee (DoD ISRMC). 
 
 d.  Adopts the term “cybersecurity” as it is defined in National Security Presidential 
Directive-54/Homeland Security Presidential Directive-23 (Reference (m)) to be used throughout  
DoD instead of the term “information assurance (IA).” 
 
 
2.  APPLICABILITY 
 
 a.  This instruction applies to: 
 
  (1)  OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs of 
Staff (CJCS) and the Joint Staff, the Combatant Commands, the Office of the Inspector General 
of the DoD, the Defense Agencies, the DoD Field Activities, and all other organizational entities 
within the DoD (referred to collectively in this instruction as the “DoD Components”). 

 

1 

Administration of Donald J. Trump, 2017 

Executive Order 13800—Strengthening the Cybersecurity of Federal 
Networks and Critical Infrastructure 
May 11, 2017 

By the authority vested in me as President by the Constitution and the laws of the United 
States of America, and to protect American innovation and values, it is hereby ordered as 
follows: 

Section 1. Cybersecurity of Federal Networks. 

(a) Policy. The executive branch operates its information technology (IT) on behalf of the 
American people. Its IT and data should be secured responsibly using all United States 
Government capabilities. The President will hold heads of executive departments and agencies 
(agency heads) accountable for managing cybersecurity risk to their enterprises. In addition, 
because risk management decisions made by agency heads can affect the risk to the executive 
branch as a whole, and to national security, it is also the policy of the United States to manage 
cybersecurity risk as an executive branch enterprise. 

(b) Findings. 

(i) Cybersecurity risk management comprises the full range of activities undertaken 
to protect IT and data from unauthorized access and other cyber threats, to maintain 
awareness of cyber threats, to detect anomalies and incidents adversely affecting IT 
and data, and to mitigate the impact of, respond to, and recover from incidents. 
Information sharing facilitates and supports all of these activities. 

(ii) The executive branch has for too long accepted antiquated and difficult-to-defend 
IT. 

(iii) Effective risk management involves more than just protecting IT and data 
currently in place. It also requires planning so that maintenance, improvements, and 
modernization occur in a coordinated way and with appropriate regularity. 

(iv) Known but unmitigated vulnerabilities are among the highest cybersecurity risks 
faced by executive departments and agencies (agencies). Known vulnerabilities 
include using operating systems or hardware beyond the vendor's support lifecycle, 
declining to implement a vendor's security patch, or failing to execute security-
specific configuration guidance. 

(v) Effective risk management requires agency heads to lead integrated teams of 
senior executives with expertise in IT, security, budgeting, acquisition, law, privacy, 
and human resources. 

(c) Risk Management. 

(i) Agency heads will be held accountable by the President for implementing risk 
management measures commensurate with the risk and magnitude of the harm that 
would result from unauthorized access, use, disclosure, disruption, modification, or 
destruction of IT and data. They will also be held accountable by the President for 
ensuring that cybersecurity risk management processes are aligned with strategic, 

Executive Order (EO) 13636 Improving Critical 
Infrastructure Cybersecurity  

Presidential Policy Directive (PPD)-21 Critical 
Infrastructure Security and Resilience 

Background 

The Department of Homeland Security (DHS) leads the Federal government’s efforts to secure our Nation’s 
critical infrastructure by working with owners and operators to prepare for, prevent, mitigate, and respond to 
threats.  While DHS plays a central role, the Department cannot do this work alone. Public private partnerships are 
essential.  It is through partnerships where the Department continues to see new value and positive impact in 
mitigating and rapidly responding to crises.   

Facing threats to our Nation from cyber attacks that could disrupt our power, water, communication and other 
critical systems, the President issued the Executive Order (EO) on Improving Critical Infrastructure Cybersecurity and Presidential 
Policy Directive (PPD) on Critical Infrastructure Security and Resilience. These policies reinforce the need for holistic thinking 
about security and risk management.  Implementation of the EO and PPD will drive action toward system and 
network security and resiliency, and will also enhance the efficiency and effectiveness of the U.S. government’s 
work to secure critical infrastructure and make it more resilient. 

Executive Order 13636: Improving Critical Infrastructure Cybersecurity directs the Executive Branch to: 

 Develop a technology-neutral voluntary cybersecurity framework
 Promote and incentivize the adoption of cybersecurity practices
 Increase the volume, timeliness and quality of cyber threat information sharing
 Incorporate strong privacy and civil liberties protections into every initiative to secure our critical

infrastructure
 Explore the use of existing regulation to promote cyber security

Presidential Policy Directive-21: Critical Infrastructure Security and Resilience replaces Homeland Security 
Presidential Directive-7 and directs the Executive Branch to:  

 Develop a situational awareness capability that addresses both physical and cyber aspects of how
infrastructure is functioning in near-real time

 Understand the cascading consequences of infrastructure failures
 Evaluate and mature the public-private partnership
 Update the National Infrastructure Protection Plan
 Develop comprehensive research and development plan

Learn more about the Department’s efforts to strengthen and secure the Nation’s critical infrastructure. 

 March 2013 

Presidential Documents
26633 

Federal Register 

Vol. 86, No. 93 

Monday, May 17, 2021 

Title 3— 

The President 

Executive Order 14028 of May 12, 2021 

Improving the Nation’s Cybersecurity 

By the authority vested in me as President by the Constitution and the 
laws of the United States of America, it is hereby ordered as follows: 

Section 1. Policy. The United States faces persistent and increasingly sophisti-
cated malicious cyber campaigns that threaten the public sector, the private 
sector, and ultimately the American people’s security and privacy. The 
Federal Government must improve its efforts to identify, deter, protect 
against, detect, and respond to these actions and actors. The Federal Govern-
ment must also carefully examine what occurred during any major cyber 
incident and apply lessons learned. But cybersecurity requires more than 
government action. Protecting our Nation from malicious cyber actors requires 
the Federal Government to partner with the private sector. The private 
sector must adapt to the continuously changing threat environment, ensure 
its products are built and operate securely, and partner with the Federal 
Government to foster a more secure cyberspace. In the end, the trust we 
place in our digital infrastructure should be proportional to how trustworthy 
and transparent that infrastructure is, and to the consequences we will 
incur if that trust is misplaced. 

Incremental improvements will not give us the security we need; instead, 
the Federal Government needs to make bold changes and significant invest-
ments in order to defend the vital institutions that underpin the American 
way of life. The Federal Government must bring to bear the full scope 
of its authorities and resources to protect and secure its computer systems, 
whether they are cloud-based, on-premises, or hybrid. The scope of protection 
and security must include systems that process data (information technology 
(IT)) and those that run the vital machinery that ensures our safety (oper-
ational technology (OT)). 

It is the policy of my Administration that the prevention, detection, assess-
ment, and remediation of cyber incidents is a top priority and essential 
to national and economic security. The Federal Government must lead by 
example. All Federal Information Systems should meet or exceed the stand-
ards and requirements for cybersecurity set forth in and issued pursuant 
to this order. 

Sec. 2. Removing Barriers to Sharing Threat Information. (a) The Federal 
Government contracts with IT and OT service providers to conduct an 
array of day-to-day functions on Federal Information Systems. These service 
providers, including cloud service providers, have unique access to and 
insight into cyber threat and incident information on Federal Information 
Systems. At the same time, current contract terms or restrictions may limit 
the sharing of such threat or incident information with executive departments 
and agencies (agencies) that are responsible for investigating or remediating 
cyber incidents, such as the Cybersecurity and Infrastructure Security Agency 
(CISA), the Federal Bureau of Investigation (FBI), and other elements of 
the Intelligence Community (IC). Removing these contractual barriers and 
increasing the sharing of information about such threats, incidents, and 
risks are necessary steps to accelerating incident deterrence, prevention, 
and response efforts and to enabling more effective defense of agencies’ 
systems and of information collected, processed, and maintained by or for 
the Federal Government. 
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And then reality strikes
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The currency of cybersecurity
can be summed up in one word

Access
“the ability, right, or permission to approach, enter, speak with, or use”1

1 Definition source: https://dictionary.com



Smart Design Principles
for Secure Space Systems

Design
Data-at-Rest Protection
Secure Boot
Compartmentalization
Secure Communications

Development
Secure Development Practices
Attack Surface Reduction
Mandatory Access Control

Deployment
Identity and Asset Management
Secure Software Update
Lifecycle Security Management Download the OP[4] Smart 

Design Principles 
Whitepaper

SMART DESIGN 
PRINCIPLES™ 
FOR SECURE IOT

Design Stage
The Design stage is the foundation of a product’s security 
posture. Like architects drafting a blueprint, system design 
represents the most optimal time to introduce security controls, 
when pre-existing constraints are fewest and cost is lowest. The 
fundamental decisions made at this stage will dictate the 
effectiveness and effort required to implement (and maintain) 
security controls in subsequent stages – ensuring optimal cyber 
protection and minimizing future vulnerabilities. Fair warning: it 
becomes orders of magnitude more expensive to fi x insecure 
design decisions in later stages of the product lifecycle.

SECURING IoT DEVICES 
AND EMBEDDED SYSTEMS

These are the ten most fundamental design principles 
you should employ to keep your IoT systems and devices 
secure. Find out what you’re doing right – and what you 
may be missing.

1  Data-at-Rest Protection

Fulfi llment Criteria: Software, data, and confi guration fi les 
are protected against unauthorized access, modifi cation, 
or deletion when stored in nonvolatile memory, usually 
through encryption, and sensitive cryptographic keys are 
stored in tamper-resistant security hardware.

 2   Secure Boot

Fulfi llment Criteria: Software, including fi rmware and 
confi guration data, is digitally-signed, authenticated, and/
or decrypted before use, and reset/rollback capabilities to 
earlier software and/or fi rmware revisions is prevented.

 3   Compartmentalization

Fulfi llment Criteria: Networks are segmented into distinct 
enclaves, dictated by system functionality and operations, 
while hardware compute resources are segregated to 
maximize independent functions. Software applications 
are well defi ned, self-contained, containerized, and 
logically isolated in memory and in access to devices and 
networks.

4   Secure Communications

Fulfi llment Criteria: Communications with external 
sources are default-denied until remote sources are 
positively authenticated via cryptographically secure 
mechanisms, and data in transit is encrypted via 
cryptographically secure mechanisms. Encryption and 
decryption keys are secured at-rest, in-use, and intransit.

W   op4.io    E   hello@op4.io    P     [703] 574.0280    



NSA and CISA – Top Ten 
Cybersecurity Misconfigurations
System Operations

Default configurations of software & applications
Improper separation of user/admin privileges
Insufficient internal network monitoring
Lack of network segmentation
Poor patch management
Bypass of system access controls
Weak or misconfigured multifactor authentication 
Insufficient access control lists (ACLs) on network
Poor credential hygiene
Unrestricted code execution

OP[4] Smart 
Design Principles 
address NSA Top 
Ten Cybersecurity
Misconfigurations

Source: cisa.gov

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-278a


Confidentiality Integrity Availability

Solvable using cyber-fault-tolerant designs
Turn the attacker’s access into a “don’t care”

Solvable by inverting the privilege hierarchy
Make an attacker’s access inconsequential

The path towards cyber resilience
Start by assuming the attacker has root access to every subsystem



Don’t Let the Enemy W[in]!
Take the next step

https://op4.io 
hello@op4.io 

[703] 574.0280    

About the OP[4] Team

OP[4] was founded by established cybersecurity experts and industry 
leaders with a unique specialty performing offensive security 
assessments for embedded mission systems. The founder’s 
groundbreaking research for DARPA has catalyzed Automated 
Program Analysis for commercial cybersecurity applications. 

https://op4.io/
mailto:hello@op4.io
tel:7035740280
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PURPOSE
INFORM SPACE ISAC SCRM WORKING GROUP
• Vision: To promote a more secure space 

infrastructure through increased 
 community engagement, 
 information sharing, 
 supply chain visibility, and 
 cyber survivability. 

ILLUMINATE SPACE SCRM ENVIRONMENT
• February 2023 Pilot Survey
• 18 October 2023 Live Survey

Ø INTENDED OUTCOMES:
• Shared infographic and insights
• Starting point for collective understanding of SCRM 

environment
• SCRM Working Group priorities  

2023 Supply Chain Risk Management Working Group Community Survey



LEVEL SETTING
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• You need a cell phone or laptop with connectivity
• One survey per person
• Answer based upon your experience
• Please answer all questions to allow for robust analysis
• Discussion around questions will not occur nor will there be 

livestreaming
• Survey will be open until end of day if extra time is needed
• Formal results will be shared
• Survey responses will be treated as anonymous, but it is requested 

that you provide your contact information on sign-in sheet, chat, 
and/or on survey if you’d like a copy of the results
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LIVE COMMUNITY 
SCRM SURVEY
YOUR VOICE MATTERS

You can also vote at Slido.com with the 
code #1336294
Go to “Polls” tab on the top right

2023 Supply Chain Risk Management Working Group Community Survey

https://www.slido.com/


Question 1
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Which best characterizes your organization?
 
 Industry
 Government
 FFRDC
 Academia
 Other



Question 2
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What is the size of your organization? 
 
 1-50 People
 51-250 People
 251-500 People
 501-2,000 People 
 2,001-10,000 People
 10,000+ People



Question 3
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On which space segments does your organization 
concentrate? (Mark all that apply) 
 
 Ground Segment 
 Launch Segment 
 Link Segment 
 Space Segment 



Question 4
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Which part of the space lifecycle does your 
organization concentrate on? (Mark all that apply) 
 
 Research & Development
 Manufacturing
 Launch
 On-Orbit Operations
 End-of-Life/Recovery
 Other



Question 5
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Which of the following best describes the organization 
of SCRM efforts within your organization? 
 
 Centralized enterprise-wide program 
 Centralized oversight, decentralize execution
 Siloed
 Minimal/None
 Other
 



Question 6
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How would you describe your SCRM maturity? 
 
 Ad-hoc: Not formalized; activities are ad-hoc, reactive 

 Defined: Policies, procedures, and strategies are 
 formalized/documented but not consistently implemented

 Consistently Implemented: Consistently implemented 
but no effectiveness measures are lacking

 Managed and Measurable: Quantitative and qualitative 
measures of effectiveness collected across the organization and 
used to assess and make changes

 Optimized: Fully institutionalized, repeatable, consistently 
implemented, and regularly updated based on changing needs



Question 7
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Which of the following are barriers to the successful 
implementation of SCRM within your organization? 
(Mark all that apply)
 
 Lack of Resources
 Lack of Senior Leadership Support
 Lack of Capability/Technology
 Unclear Roles & Responsibilities
 Lack of Authority
 Lack of Awareness
 Lack of User Buy-In 
 Other



Question 8: 
Rank each stage of the supply chain lifecycle from most vulnerable to least
Question 9:
Rank each stage of the supply chain lifecycle from most threatened to least
Question 10: 
Rank each stage of the supply chain lifecycle from that likely to experience to 
most severe impacts to least
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Questions 8-10: Lifecycle Ranking
Risk = Vulnerability x Threat x Severity of Impact 



Question 11
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Which of the following disruptive actors poses the 
most threat to your supply chain? (Mark all that 
apply)
 
 State Actors – Intelligence
 State Actors – Economic
 Hybrid State/Non-state actors – Intelligence
 Hybrid State/Non-state actors – Economic
 Natural Disaster
 Public Health Crisis
 Other



Question 12
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Which of the following disruptions poses a threat to 
your supply chain? (Mark all that apply) 
 
 Sourcing interruptions
 Counterfeit materials
 Limited supply
 Limited supplier diversity
 Malicious intrusion
 Anti-tamper insufficiencies
 Lack of Supplier Modularity
 Geopolitical Instability (non-conflict)
 War/Conflict
 Other



Question 13
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Which risk do you perceive as the greatest to your 
organization? (Mark all that apply) 

 Financial
 Operational
 Information and Security
 Software
 Reputational



Question 14
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What does your organization need to strengthen supply 
chain risk management ? 

Please provides 1-3 word response(s)
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THANK YOU FOR 
PARTICIPATING!
YOUR VOICE MATTERS

Continue to vote at Slido.com with the 
code #1336294

Megan M. Moloney
mmoloney@guidehouse.com
Linkedin.com/in/mmmoloney

2023 Supply Chain Risk Management Working Group Community Survey

https://www.slido.com/
mailto:mmolonwy@guidehouse.com
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An Automated Supplemental Cyber Risk 
Assessment Tool that Leverages Open-

Source Cyber Threat Intelligence (CTI)
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Canaries in Coal Mines
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Virtual Canaries in Global Cyber-Coalmines

• The world and its massive network of “virtual canaries in global cyber-coalmines”
• They are reporting more and more

– The industry is becoming more open and more collaborative due to collective recognition in the value and need in 
sharing cyber threat information … and regulatory and legal pressures mandating such sharing

– The more the better, right?  Not so easy …
• Scale: 200 plus pages
• Format: all over place
• Usage for analysis (not made for mental/manual)
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Air Force Customer Turned to Aerospace For Help In Developing a 
Pragmatic Way of Leveraging Real-World Cyber Threat Intel (CTI)

• Customer: Authorizing Official (AO) office with significant 
resource limitations and looking to significantly increase the 
efficacy of their Cyber Risk Assessments.  The approach had 
the following requirements/lmitations:
– Must be mostly automated 
– Measure a given system’s strategic level cyber risk posture
– Use the system’s non-compliant security controls to 

represent the system’s vulnerabilities
– Use existing open-source CTI to represent real-world 

Threat Sources and Threat Events (no-classified sources 
(at first))

Note: need to compress a pretty complex topic into 30 minutes.  
Happily available for follow on engagements to explain the 
methodology in more detail!
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What Did Aerospace Learn and How Did We Apply That to a Solution?
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Virtual Global Network of Cyber Threat Intel (CTI) Exists
A long history of progress and growth of CTI

The good news: there is a ton of great CTI sources that regularly “flow” data to various data consumers

1) MITRE 
CVEs (1999)

4) MITRE
CWEs
(2006)

13) MITRE ATT&CK 
Adversary “Groups” 

(2018)
5) MITRE
CAPECs
(2007)

6) Verizon 
DBIR (2007)

18) CISA KEV 
Catalogue and 
RVA reports

(2020)

3) MITRE 
CVSS 
(2005)

9) MITRE ATT&CK 
(2013) “Techniques”

10) Verizon VERIS 
Community Database

(2013)

16) 2019, 
CrowdStrike starts 

releasing semi-
annual Threat 

Reports8) CISCO CISO 
Benchmark 

Report (2010)

7) Annual FireEye 
Mandiant M-Trends 

Report (2009)

2) Homeland Security 
Act establishes DHS 

(2002)

17) Space Information 
Sharing and Analysis 

Center (ISAC) is formed

14) Security Exchange 
Commission (SEC) 
publishes guidance 

compelling disclosures 
of cyber risks and 
incidents (2018)

15) CISA is established 
(2018)

12) NIST published 
Cybersecurity Framework 

(CSF) (2014)

20) Cyber Incident Reporting for 
Critical Infrastructure Act of 2022 

(CIRCIA) Will require critical 
infrastructure entities to report 

covered cyber incidents” within 72 
hours (2022)

1
3

1
4

1
5

1
61 3 4 5 9 1

7
1
86 1

07 82
1
9

1
2

2
0

19) MITRE 
ATT&CK 

“Campaigns”
(2020)

Gov sponsored open-source 
cyber data source

Commercial open-source 
cyber data source

Key development spawning 
cyber data production

2000 2010 2020

timeline of the development of CTI

CISA “Alerts and Advisories” alone 
provide access to approximately 200 

web pages of CTI content per day

A Virtual Global 
Network of Canaries in 

Cyber Coal Mines 
Exists!
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What Did Aerospace Learn and How Did We Apply That to a Solution?
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Challenges In Employing CTI … Result in Junk Science Cyber Risk 
Assessment Methods
• 1) Sprawling Sources of Info

– Different author/sources (public (non-profit), commercial non-profit and for profit)
– Different access mechanisms (consumer pulls, producer push, subscription fee, API 

access, etc.)
• 2) Non-Normalized Data

– Formats (freeform written report/articles, formatted lists, JSON data, structured data 
fields, etc.) 

– Lexicons for describing various CTI elements
• Differences among federal entities – Example: Basic Threat Risk Factor Labels

– NIST: Threat Sources, Threat Event vs. MITRE: Groups, 
Tactics/Techniques/Procedures

• Differences among commercial entities: Example: Threat Source/Group naming 
conventions

– Microsoft’s Weather events (e.g., Midnight Blizzard), CrowdStrike’s Animals 
(e.g., Bear), Mandiant’s APT# (e.g., APT29) 

• 3) Even if Orgs Could Get Past the Above Two Problems, In the End They 
Have No Understanding Of How to Inject that CTI into Mechanized Cyber 
Risk Assessments

– Informal/manual CTI consumption/employment methods abound
– Even if orgs are able to sift through the chaff (“have observed increased cyber activity,” 

“multiple attackers are believed to be targeting …,” “recommend organizations remain 
vigilant,”) and pull-out information nuggets, they can not be manually contextualized 

– Example: 

SIEM

Microsoft Threat Source 
(Groups) Naming Convention

Is this Threat Source  
a cyber attacker who 

would be likely to 
attack any of my 

systems?

Is this Threat Event 
an attack technique 
that my systems’ are 
even vulnerable to?

Is [org, sys, asset] Z 
a similar target as 
the systems I’m 
concerned with 

protecting?

I’ve already got a 
100 other cyber 

concerns, should 
this become my 

#1 or  #101 
concern?

“APT-99 (threat source) employed a Password Rodeo Attack (threat 
event) on an asset owned by the Obscure-LLC-Corp”

Mental/Manual methods for ingesting CTI 
and performing cyber risk assessments are 

Junk Science

Challenges Have Driven 
Organizations to Use 

Junk Science
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What Did Aerospace Learn and How Did We Apply That to a Solution?
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Aerospace Developed a Methodology … 
Leverages MITRE ATT&CK, the Center For Threat Informed Defense’s (CTID’S) ATT&CK Technique 
to 800-53 security controls (aka RMF controls) mapping, and NIST SP 800-30 guidance

Enterprise
   PRE
   Windows
   macOS
   Linux
   Cloud
   Network
   Containers
Mobile
   Android
   iOS
ICS

MITRE Adversary Tactics Techniques & Common Knowledge (ATT&CK, 2013) 
– “a globally-accessible knowledge base of adversary tactics and techniques 

based on real-world observations”

So, let’s use some animation to explain visually how
800-30 is turned into a software driven process

Aerospace Developed a 
Methodology to 

Leverage ATT&CK, a 
CTID Mapping, and 

NIST SP 800-30 



NIST says to employ a risk model 
to accomplish these 3 steps:

1) Document all relevant: VUs, 
TEs, and TSs.

2) Analyze every possible 
combination to determine LI, 
IM, and resulting risk of each

3) Aggregate and analyze results



TSs TEs VUs

SC-7

SI- 4

AC-4

NIST says to employ a risk model 
to accomplish these 3 steps:

1) Document all relevant: VUs, 
TEs, and TSs.

2) Analyze every possible 
combination to determine LI, 
IM, and resulting risk of each

3) Aggregate and analyze results

System Sec. 
Ctrl. 

Compliance 
Data

CTID 
ATT&CK 
Tech. to 

Ctrl. 
Mapping
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Input 
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Hijack 
Execution 
Flow

NIST says to employ a risk model 
to accomplish these 3 steps:

1) Document all relevant: VUs, 
TEs, and TSs.

2) Analyze every possible 
combination to determine LI, 
IM, and resulting risk of each

3) Aggregate and analyze results

System Sec. 
Ctrl. 

Compliance 
Data

CTID 
ATT&CK 
Tech. to 

Ctrl. 
Mapping

TSs
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Capture

NetDOS
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Hijack 
Execution 
Flow

NIST says to employ a risk model 
to accomplish these 3 steps:

1) Document all relevant: VUs, 
TEs, and TSs.

2) Analyze every possible 
combination to determine LI, 
IM, and resulting risk of each

3) Aggregate and analyze results

System Sec. 
Ctrl. 

Compliance 
Data

CTID 
ATT&CK 
Tech. to 

Ctrl. 
Mapping

TSs & TEs 
    they are 
  known to 

employ
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A single example of 
combining risk 
factors into a risk 
scenario and 
algorithmically 
scoring the resulting 
risk value

APT 1 SC-7NetDOSAttack

APT 1

APT 29

Lazarus
Group

Input 
Capture

NetDOS
Attack

Hijack 
Execution 
Flow

Risk Scenario #001 = *        812.34

SC-7

SI- 4

AC-4

Repeat and generate all known 
possible risk scenarios

NIST says to employ a risk model 
to accomplish these 3 steps:

1) Document all relevant: VUs, 
TEs, and TSs.

2) Analyze every possible 
combination to determine LI, 
IM, and resulting risk of each

3) Aggregate and analyze results

* =
=    98.72 
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A single example of 
combining risk 
factors into a risk 
scenario and 
algorithmically 
scoring the resulting 
risk value

TSs

Repeat and generate all known 
possible risk scenarios

NIST says to employ a risk model 
to accomplish these 3 steps:

1) Document all relevant: VUs, 
TEs, and TSs.

2) Analyze every possible 
combination to determine LI, 
IM, and resulting risk of each

3) Aggregate and analyze results

APT 1 SC-7NetDOSAttack

Risk Scenario #001 =
* =

*        812.34 =    98.72 

Input 
Capture

NetDOS
Attack

Hijack 
Execution 
Flow

SC-7

SI- 4

AC-4

APT 1

APT 29

Lazarus
Group



CYBER RISK REGISTER (CRR)
Risk Scenario #001  APT 1|NetDOSAttack|NonComp SC-7|LI-12.34|IM-8 – 98.72
Risk Scenario #002  APT 3|Phishing|NonComp Ctrl 2,10|LI-2.12|IM-2 – 4.23
Risk Scenario #003  APT 29|UserExecution|NonComp Ctrl 1|LI-29.31|IM-10 – 293.06
Risk Scenario #004  AquaticPanda|ModifyExecution|NonComp Ctrl 83|LI-8.29|IM-4 – 33.17 
Risk Scenario #005   Chimera|NetReconScan|NonComp Ctrl 49,91,139|LI-4.43|IM-8 – 35.46
Risk Scenario #006   APT 1|HijackExecutionFlow|NonComp Ctrl 82,77|LI-0.72|IM-2 – 1.44
Risk Scenario #007   APT 29|ImplantImage|NonComp Ctrl 4,9,37,111|LI-22.81|IM-4 – 91.27
Risk Scenario #008   DarkHotel|ModifyExecution|NonComp Ctrl 1,3,78,317|LI-11.41|IM-2 – 22.83
Risk Scenario #009   APT 41|HijackExecutionFlow|NonComp Ctrl 96,229|LI-3.86|IM-2 – 7.22
Risk Scenario #010   APT 29|ModifyExecution|NonComp Ctrl 1,10,29,119|IM-18.29|IM-10 – 182.89
Risk Scenario #011   Sandworm|Rootkit|NonComp Ctrl 1,72,73,88|LI-1.86|IM-6 – 11.18
Risk Scenario #012   APT 29|Rootkit|NonComp Ctrl 1,3,233|LI-12.38|LI-16.52|IM-6 – 99.09
Risk Scenario #013   Machete|HijackExecutionFlow|NonComp Ctrl 166,167|LI-5.13|IM-10 – 51.26
Risk Scenario #014   WizardSpider|ModifyExecution|NonComp Ctrl 201,229|LI-38.86|IM-2 – 77.72
Risk Scenario #015   APT 29|HijackExecutionFlow|NonComp Ctrl 1,89,121|LI-45.75|IM-4 – 183.82
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How can we analyze this aggregated cyber risk information and thereby turn that CTI into 
actionable information?
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2,527 total risk

We can we systematically, automatically, and consistently evaluate the risk of a given system 
with respect to the TS Groups and TE Techniques in MITRE ATT&CK to derive a risk posture score.
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How about finding out which TE Techniques our system is the most risk exposed to (again, based on 
the data in ATT&CK) so we can prioritize mitigations? 
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How about finding out which TE Techniques our system is the most risk exposed to (again, based on 
the data in ATT&CK) so we can prioritize mitigations? Software

And, what kind of help
can ATT&CK provide 

towards the pragmatic
steps to address

these techniques?

And how about using the above to inform our Red and Blue Teams as to which TTPs to prioritize for cyber training and exercises?
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Risk Scenario #006   APT 1|HijackExecutionFlow|NonComp Ctrl 82,77|LI-0.72|IM-2 – 1.44
Risk Scenario #007   APT 29|ImplantImage|NonComp Ctrl 4,9,37,111|LI-22.81|IM-4 – 91.27
Risk Scenario #008   DarkHotel|ModifyExecution|NonComp Ctrl 1,3,78,317|LI-11.41|IM-2 – 22.83
Risk Scenario #009   APT 41|HijackExecutionFlow|NonComp Ctrl 96,229|LI-3.86|IM-2 – 7.22
Risk Scenario #010   APT 29|ModifyExecution|NonComp Ctrl 1,10,29,119|IM-18.29|IM-10 – 182.89
Risk Scenario #011   Sandworm|Rootkit|NonComp Ctrl 1,72,73,88|LI-1.86|IM-6 – 11.18
Risk Scenario #012   APT 29|Rootkit|NonComp Ctrl 1,3,233|LI-12.38|LI-16.52|IM-6 – 99.09
Risk Scenario #013   Machete|HijackExecutionFlow|NonComp Ctrl 166,167|LI-5.13|IM-10 – 51.26
Risk Scenario #014   WizardSpider|ModifyExecution|NonComp Ctrl 201,229|LI-38.86|IM-2 – 77.72
Risk Scenario #015   APT 29|HijackExecutionFlow|NonComp Ctrl 1,89,121|LI-45.75|IM-4 – 183.82

How about objectively prioritizing cyber mitigations investments. Ex. Should we focus resources 
on mitigating risks by implementing security Ctrl 1 or Ctrl 2?  Which is the higher priority?



CYBER RISK REGISTER (CRR)
Risk Scenario #001  APT 1|NetDOSAttack|NonComp SC-7|LI-12.34|IM-8 – 98.72
Risk Scenario #002  APT 3|Phishing|NonComp Ctrl 2,10|LI-2.12|IM-2 – 4.23
Risk Scenario #003  APT 29|UserExecution|NonComp Ctrl 1|LI-29.31|IM-10 – 293.06
Risk Scenario #004  AquaticPanda|ModifyExecution|NonComp Ctrl 83|LI-8.29|IM-4 – 33.17 
Risk Scenario #005   Chimera|NetReconScan|NonComp Ctrl 49,91,139|LI-4.43|IM-8 – 35.46
Risk Scenario #006   APT 1|HijackExecutionFlow|NonComp Ctrl 82,77|LI-0.72|IM-2 – 1.44
Risk Scenario #007   APT 29|ImplantImage|NonComp Ctrl 4,9,37,111|LI-22.81|IM-4 – 91.27
Risk Scenario #008   DarkHotel|ModifyExecution|NonComp Ctrl 1,3,78,317|LI-11.41|IM-2 – 22.83
Risk Scenario #009   APT 41|HijackExecutionFlow|NonComp Ctrl 96,229|LI-3.86|IM-2 – 7.22
Risk Scenario #010   APT 29|ModifyExecution|NonComp Ctrl 1,10,29,119|IM-18.29|IM-10 – 182.89
Risk Scenario #011   Sandworm|Rootkit|NonComp Ctrl 1,72,73,88|LI-1.86|IM-6 – 11.18
Risk Scenario #012   APT 29|Rootkit|NonComp Ctrl 1,3,233|LI-12.38|LI-16.52|IM-6 – 99.09
Risk Scenario #013   Machete|HijackExecutionFlow|NonComp Ctrl 166,167|LI-5.13|IM-10 – 51.26
Risk Scenario #014   WizardSpider|ModifyExecution|NonComp Ctrl 201,229|LI-38.86|IM-2 – 77.72
Risk Scenario #015   APT 29|HijackExecutionFlow|NonComp Ctrl 1,89,121|LI-45.75|IM-4 – 183.82

Objectively prioritizing cyber intelligence Requests For Information (RFIs).
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CTAaaS For the Space ISAC Community

For more information, contact William.d.belei@Aero.org

• How is CTAaaS is a service (vice software tool to be distributed)?:
– Aerospace to keep spreadsheet tool up to date with continually updated MITRE ATT&CK data/structure
– Will provide refreshed spreadsheets to CTAaaS users

• Why was CTAaaS functionality made available to users as a spreadsheet vice website?
– Avoids having to deploy software to countless user environments
– Many users were unwilling to enter their sensitive security control status information into a CTAaaS website
– Avoids need for ATO by relying on a standard MS Office product (note: MS Excel Spreadsheet uses no-macros)

• Status of Availability to Space ISAC and Members/Partners
– Going through Aerospace legal to obtain terms of use language and permission to distribute CTAaaS functionality
– Adding SPARTA techniques into methodology
– Plan to imbed CTAaaS reports/analysis into Space Watch Center reports 
– Will host subsequent Q&A sessions with interested users
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Backup Content Past This Point



116

MITRE ATT&CK
Background and
Further Details
• Matrices
• Tactics
• Techniques
• Data Sources
• Mitigations
• Groups
• Software
• Campaigns

Return to background/details
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MITRE ATT&CK
Background and
Further Details

• Matrices
• Tactics
• Techniques
• Data Sources
• Mitigations
• Groups
• Software
• Campaigns

Return to background/details

Enterprise
   PRE
   Windows
   macOS
   Linux
   Cloud
   Network
   Containers
Mobile
   Android
   iOS
ICS
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MITRE ATT&CK
Background and
Further Details

Return to background/details
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MITRE ATT&CK
Background and
Further Details

Return to background/details
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Highlights of Key DoD/NIST Risk Assessment Guidance (continued)

• CRAs should be based on risk models, include explicit formulas and 
algorithms for combining risk factors, and result in scores/values. 

– Page 16:  “The expectation set forth in Special Publications 800-39 and 800-30 is that 
each organization or community will define a risk model appropriate to its view of risk (i.e., 
formulas that reflect organizational or community views of which risk factors must be 
considered, which factors can be combined, which factors must be further decomposed, 
and how assessed values should be combined algorithmically).” 

– Page 28:  “Organization-specific risk models include algorithms (e.g., formulas, tables, 
rules) for combining risk factors” (page 28)

– “Combinations of factors such as targeting, intent, and capability thus can be used to 
produce a score representing the likelihood of threat initiation; combinations of factors 
such as capability and vulnerability severity can be used to produce a score representing 
the likelihood of adverse impacts; and combinations of these scores can be used to 
produce an overall likelihood score.” (page G-1)

• Guide for Conducting Risk Assessments appendices provide extensive tools
– 36 taxonomy guides, semi-quantitative assessment tables, assessment process exemplars, etc that are 

routinely ignored by organization risk assessment approaches

Now let’s look at some animations to explain how CTAaaS operationalizes 800-30 guidance to meet this CRA use case
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Challenge 3: Profound Complexity in Deciphering Relevancy of CTI
Let’s look at how many organizations attempt to manually analyze CTI

Ex. Commodity CTI sources: MITRE 
CVEs

MITRE 
CWEs

CISA
KEV

Comm. 
Reports

CTI 
Feeds

ISAC 
Reports

“Threat Source (cyber group) A employed Threat Event (technique) B on [org, system, asset] C”

Is Threat Source A a 
cyber attacker who 
would be likely to 
attack any of my 

systems?

Is Threat Event B an 
attack technique that 

my systems’ are 
even vulnerable to? Is [org, sys, asset] Z 

a similar target as 
the systems I’m 
concerned with 

protecting?

AKA – is Threat Source X 
contextually relevant? There are 138 
Threat Sources, how do you know 
which are relevant and which are 

not? 

AKA – is Threat Source X 
contextually relevant? There are 607 

attack techniques, they map to 
~7,000 different vulnerabilities.  Can 
you determine if relevant and how 

relevant? 
You need to know if Threat Source X 
is targeting same or similar targets so 

you can determine if relevant.

I’ve already got a 
100 other cyber 

concerns, should 
this become my 

#1 or  #101 
concern?

In a sense every potential cyber attack is 
a concern but you can’t defend against 

everything so understanding your 
priorities is KEY!  So how do you measure 
and adjust your priorities every time CTI 

like this floats in?

If this data drives me 
to generate a new 
cyber priority, how 
do I find the time to 
mitigate this new 

one?

Rarely do cyber problems have a nice and 
neat single solution to eliminate the risk. 

They typically have many different ways to 
mitigate (aka reduce) the risk.  How can you 

determine the right mitigation or 
combination of mitigations? 

Etc…………………

So much to think about … yet so little time to do so …

Example CTI  finding

https://www.cve.org/
https://www.cve.org/
https://cwe.mitre.org/
https://cwe.mitre.org/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog


Space ISAC Cislunar Affinity 
Group Discussion

Gabrielle Hedrick, Ph.D, Aerospace 
Engineer, The MITRE Corporation
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Robert Katz, Founder, CEO & Executive 
Director, World Innovation Network
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57,900+ 
INTERNATIONAL
PARTICIPANTS

402   
EVENT
VENUES

8,400+  
SOLUTION
TEAMS
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PPPs
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People

Solution
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Problem
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Workforce
Development

Start-Ups

Research &
Development

Non-Profits +
NGOs

Chambers of
Commerce

Community
Organizations

Investors

Corporations +
Small Business

Academia /
Colleges /

K-12
Bases

National Labs/
FFRDCs

Incubators/
Accelerators

Government +
Legislators

Economic
Development

Authorities

Industry
Associations

Career
Centers

Scientific
Societies 

Technical / 
Trade

Academies

Talent
& 

Tools

Takes a Village
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Initiative 1 - Interconnection:  Holistic Hyper-Connectivity
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Initiative 2 - Identification:  Hunt & Gather Resources

üTools
üTips
üTactics
üTechniques
üTricks
üTalent
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Initiative 3 - Information:    National Space Month 
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First Autonomous Vehicle?

Initiative 4
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Initiative 4 - Incubation:      ASTROpreneurship
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Initiative 5 - Invigoration:  Designated Critical Infrastructure
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Initiative 6
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Initiative 6
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Initiative 6
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Initiative 6 - Interconnection:  UN SDGs
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Initiative 7
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Initiative 7
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Initiative 7
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Cyber-
Space Neural-

Space

Outer-
Space

Initiative 7
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Initiative 7 -   Department of Technology (DTECH)
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Initiative 8
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Initiative 8
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Initiative 8
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Initiative 8

DEEVOLUTION
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Star
corps

Initiative 8 -     Star Corps



156

Inclusive of Fun for

All Aerospace-Fans §
All Problem-Solvers §
All Flight-Engineers §
All Videographers §

All Nature-Lovers §
All Entrepreneurs §

All Technologists §
All Star-Gazers § 

All Journalists §
All Storytellers §
All Developers §
All Innovators §
All Musicians §
All Designers §
All Dreamers §
All Engineers §
All Scientists §
All Creatives §
All Thinkers §
All Builders §
All Aviators §
All Gamers §
All Makers §
All Writers §
All Coders §
All Artists §
 All You  !  §

§ Every Demographic
§ Every Non-STEMer
§ Every Background
§ Every Community
§ Every Experience
§ Every Affiliation
§ Every Discipline
§ Every Diversity
§ Every STEMer
§ Every Domain
§ Every Interest
§ Every Subject
§ Every Identity
§ Every Profile
§ Every Ability
§ Every Talent
§ Every Grade
§ Every Major
§ Every Level
§ Every Field
§ Every Skill
§ Every Gift
§ Every Age
§ EveryOne !

People

Initiative 9 - Inclusion:  Everyone



THERE’S A PLACE

IN SPACE

FOR EVERY FACE
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May the cyber - Space
Work Force Be with You

Thank
You



Robert S. Katz
rsk@win.ngo
+1.301.983.6700

The Sky’s   the Limit…Anymore
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not

https://win.ngo/li

https://www.linkedin.com/in/robert-scott-katz/
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