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Building Cyber Resilience for the Global Space Industry



THE GLOBAL SPACE 
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Beginning with the End in Mind

12



13

From Here……
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……To There



BUILDING CYBER RESILENCE
Beginning with the End in Mind
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Cyber Resilience: Key Concepts
Cybersecurity is a triad!
• Sensitive data protection is not the only driving 

consideration
• Critical elements require integrity and availability 

protections by definition
• Loss of integrity and/or availability may impact 

safety

Resilience engineering is concerned 
with critical systems
Cyber Resilience is an ability to:
• Anticipate – maintain a state of informed  

preparedness
• Withstand  - continue essential functions despite
• Recover - continue essential functions during and 

after
• Adapt  - modify functions and/or capabilities in 

response to predicted changes 
…to adverse conditions, stresses, 
attacks, or compromises on systems 
that use or are enabled by cyber 
resources.
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Cyber Resilience for and In Space
Anticipate – maintain a state of informed  preparedness
• While the majority of this threat intelligence will be collected on the ground, 

space-based sensors and even contextual telemetry are needed
Withstand  - continue essential functions despite
• We need incident response exercises and simulations that inform playbooks to 

enable speedy appropriate responses
• Everything incident response related must include elements we’ve likely not 

included before – supply chain, maintenance/factories, launch segment, hosted 
payloads

Recover - continue essential functions during and after
• Requires extremely granular and current inventory and configuration data for all 

critical components and dependencies
Adapt  - modify functions and/or capabilities in response to predicted changes 
• Must be built to be adaptable
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Building Cyber Resilience
Have a blueprint before building…anything
• A core set of cybersecurity functions must be baselined for critical IT and OT 
• Build with the end in mind - resilience
Apply zero trust principles to all critical elements
• Everywhere, always, and that includes the components we launch and the 

actors in each environment (even Dr. Hedrick and her lunar rover)
Leverage technology
• Digital twins are superior for modeling and simulating resilience in 

unfavorable conditions
• Apply AI/ML for threat hunting and incident response planning, to 

characterize and predict behavior, and identify and optimize responses
Let us not reinvent the wheel in space
• (That TT&C subsystem sure looks like a wireless access point)
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Space Systems Designation 
as Critical Infrastructure 
Sector

Samuel S. Visner, Fellow, The Aerospace Corporation



Commercial Protection Before, 
During and After a Cyber Incident
Erin Miller, Executive Director, Space ISAC

Marina Hague, Commercial Space Issues Manager, 
Office of the Director of National Intelligence (ODNI)

Lauryn Williams, Senior Advisor for Strategy, The White 
House Office of the National Cyber Director (ONCD)



Aerospace SPARTA Updates

Brandon Bailey, Senior Project Leader, Cyber 
Assessments and Research Department, The Aerospace 
Corporation
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Value of Space Summit 2023
SPARTA 1 Year Update

Brandon Bailey, Brad Roeher, Randi Tinney
Cybersecurity and Advanced Platforms Subdivision (CAPS) 

Cyber Assessment & Research Dept (CARD)
The Aerospace Corporation

brandon.bailey@aero.org 
240.521.4326 (c)

Papers:
Defending Spacecraft in the Cyber Domain
Establishing Space Cybersecurity Policy, Standards, & Risk Management Practices
Cybersecurity Protections for Spacecraft: A Threat Based Approach
Protecting Space Systems from Cyber Attack

Presentations:
DEF CON 2020: Exploiting Spacecraft
DEF CON 2021: Unboxing the Spacecraft Software BlackBox Hunting for Vulnerabilities
DEF CON 2022: Hunting for Spacecraft Zero Days using Digital Twins

https://sparta.aerospace.org/resources/
Approved for public release. OTR 2022-01250 & OTR-2023-00989

https://medium.com/the-aerospace-
corporation/space-cyber/home

https://aerospace.org/sites/default/files/2019-11/Bailey_DefendingSpacecraft_11052019.pdf
https://aerospace.org/sites/default/files/2020-10/Bailey%20SPD5_20201010%20V2_formatted.pdf
https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
https://www.youtube.com/watch?v=b8QWNiqTx1c
https://www.youtube.com/watch?v=WvKtdXSRvhM
https://www.youtube.com/watch?v=t_efCpd2PbM
https://sparta.aerospace.org/resources/
https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
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Space Attack Research & Tactic Analysis (SPARTA) – Launched Oct 2022
Filling the TTP Gap for Space

• Cybersecurity matrices are industry-standard tools and approaches for 
commercial and government users to navigate rapidly evolving cyber 
threats and vulnerabilities and outpace cyber threats

– They provide a critical knowledge base of adversary behaviors 
– Framework for adversarial actions across the attack lifecycle with applicable countermeasures

• Current cybersecurity matrices (including MITRE ATT&CK) are limited to ground systems which lead to a gap for 
space industry
• Aerospace’s SPARTA is the first-of-its-kind body of knowledge on cybersecurity protections for spacecraft 

and space systems, filling a critical vulnerability gap exists for the U.S. space enterprise

SPARTA provides unclassified information to space professionals about how spacecraft may be compromised/impacted 
via cyber or traditional counterspace mean

https://attack.mitre.org/matrices/enterprise/
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SPARTA Use Cases – Impact Across Community & Lifecycle
USG, Commercial Space, International, Collaborations, etc.

• Policy Makers – bridging the gap between policy and implementation guidance (e.g., SPD-5)
• Acquisition Professionals - tailor threat informed / risk-based requirements
• Standards development organizations (e.g., CCSDS, IEEEE P3349)
• Space system developers (e.g., JAXA, NASA, etc.)
• Defensive Cyber Operations (e.g., USSF)
• Threat intelligence reporting / tracking of TTPs (e.g., Space ISAC Watch Center)
• Assessments / Table-Tops (e.g., MRAP-C, ATO)
• Education / Training - raises the bar on common space-cyber knowledge

SPARTA is a key tool to help Allies, Partners, USG and Commercial adopt a common and consistent cybersecurity posture 

SPARTA will crowdsource info from space enterprise researchers and threat intel via sparta@aero.org

Deeper Dive on Use Cases at https://sparta.aerospace.org/resources/SPARTA_Overview_InDepth_Nov22.pdf 

mailto:sparta@aero.org
https://sparta.aerospace.org/resources/SPARTA_Overview_InDepth_Nov22.pdf
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SPD-5 PROVIDES SOME GENERIC SECURITY GUIDANCE FOR SPACE SYSTEMS
Implementation details on these principles – SPARTA provides guidance on SPD-5 principles and beyond

Example: SPD-5 and SPARTA Relationship
Bridging the Technical Gap Between Policy and Implementation

Aerospace is working with Space ISAC to deliver space cyber best practice / implementation guidance using SPARTA

{Addressed by
SPARTA countermeasure 

CM0053}

{Addressed by SPARTA 
countermeasures 
CM0002,CM0031}

PHYSICAL SECURITY 
OF TT&C 

ENVIRONMENT

TT&C PROTECTION 
USING ENCRYPTION

OR AUTHENTICATION

JAMMING AND 
SPOOFING 

PROTECTIONS
{Many countermeasures 

exist to address both 
TTPs EX-0016, EX-0014}

SUPPLY
CHAIN RISK 

MANAGEMENT
INSIDER
THREAT

{Many countermeasures 
exist to address
TTP IA-0001}

{Addressed
by SPARTA 

countermeasure
CM0052}

EXTRACTED SPD-5 PRINCIPLES (SECT 4b)

https://trumpwhitehouse.archives.gov/presidential-actions/memorandum-space-policy-directive-5-cybersecurity-principles-space-systems/
https://sparta.aerospace.org/countermeasures/CM0053
https://sparta.aerospace.org/countermeasures/CM0002
https://sparta.aerospace.org/countermeasures/CM0031
https://sparta.aerospace.org/technique/EX-0016/
https://sparta.aerospace.org/technique/EX-0014/
https://sparta.aerospace.org/technique/IA-0001/
https://sparta.aerospace.org/countermeasures/CM0052


32

1 Year Highlights – Many Updates!!!
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New Features Since Launch
• Keep an eye on https://sparta.aerospace.org/resources/updates-current 

– All updates are posted and maintained

• ~25% increase in the number of TTP {V1.0 TTPs=169 to V1.4 TTPs=213}
• ~25% increase in the number of countermeasures {V1.0 CMs=69 to V1.4 CMs=87}
• Blog Area Established - https://medium.com/the-aerospace-corporation/space-cyber/home 
•Mapping to Standards

– ISO 27001 mapping - https://sparta.aerospace.org/countermeasures/iso 
– D3FEND Mapping - https://sparta.aerospace.org/countermeasures/d3fend/techniques 
– NIST 800-53 revision 5 - https://sparta.aerospace.org/countermeasures/references 

• References Added to the TTPs based on CyberInFlight database
• Tools

– JSON Creator - https://sparta.aerospace.org/json-creator 
– Attack chain tools – manually click or use JSON creator
• Navigator - https://sparta.aerospace.org/navigator 
• Countermeasure Mapper - https://sparta.aerospace.org/countermeasures/mapper 

– Control Mapper - https://sparta.aerospace.org/countermeasures/references/mapper 
– Notional Risk Scores - https://sparta.aerospace.org/notional-risk-scores 

https://sparta.aerospace.org/resources/updates-current
https://medium.com/the-aerospace-corporation/space-cyber/home/
https://sparta.aerospace.org/countermeasures/iso
https://sparta.aerospace.org/countermeasures/d3fend/techniques
https://sparta.aerospace.org/countermeasures/references
https://sparta.aerospace.org/json-creator
https://sparta.aerospace.org/navigator
https://sparta.aerospace.org/countermeasures/mapper
https://sparta.aerospace.org/countermeasures/references/mapper
https://sparta.aerospace.org/notional-risk-scores
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Mapping to Standards
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International Collaboration
CyberInflight

• Expanding the reference section with CyberInflight’s 
space security attacks database

– Working with them to map TTPs
to increase the real-world examples
of the TTPs in use by threat 
actors

• Inclusion of their database 
deployed in July 2023 – v1.3.2

– https://sparta.aerospace.org/resources/updates/v1.3.2 

• Since Oct 2022, received input from SPARTA from 
many government and commercial entities

– Including inputs from several international partners

https://sparta.aerospace.org/contribute 

https://sparta.aerospace.org/resources/updates/v1.3.2
https://sparta.aerospace.org/contribute
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JSON Creator
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Building Spacecraft Attack Chains using 
Attack Chains / Attack Flow != Cyber Kill Chain 

• Attack Chains help demonstrate exactly what an attacker is doing at every step of the way - in a simple and 
easy to understand visual story

– This is not Cyber Kill Chain which are stages comprising 
a cyberattack, geared towards “breaking” 
any phase of the “kill chain” which stop an attacker

• Attack Chains using ATT&CK and or SPARTA are more than a sequence of attack tactics
– Knowledge base that correlates environment-specific (IT, OT/ICS, Cloud, Space) cybersecurity 

information along a hierarchy of TTP, and other knowledge (detections, mitigations, countermeasures, etc.)
• Ex: building the attack chains in Navigator helps derive

countermeasures | mapper
New Attacks using Simulation
• Supply Chain Attack

– Time bomb that executes 
command sequence 30 
secs after boot

• Reaction Wheel Attack 
– Sending commands from 

rogue ground station due 
to no auth/encryption

https://sparta.aerospace.org/navigator
https://sparta.aerospace.org/countermeasures/SPARTA
https://sparta.aerospace.org/countermeasures/mapper
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Building Spacecraft Attack Chains

Blast from the Past
• Replay Attack from DefCon 2020
• Memory Injection Attack DefCon 2022

New Attacks
• Supply Chain Attack – Time bomb that executes command sequence 30 secs after boot
• Reaction Wheel Attack – Sending commands from rogue ground station due to no auth/encryption

CySat 2023
• ESA OPS-SAT Attack

Theoretical Attack Chain in Backup
• PCspooF

• Hacking Spacecraft using Space Attack Research & 
Tactic Analysis | Video (April 2023)

• Updated version presented at DEF CON 31

https://sparta.aerospace.org/resources/OTR-2023-00637_SPARTA_CYSAT.pdf
https://sparta.aerospace.org/resources/OTR-2023-00637_SPARTA_CYSAT.pdf
https://www.youtube.com/watch?v=l9nezXxO3iE
https://sparta.aerospace.org/resources/OTR-2023-00989_SPARTA_DefCon2023.pdf
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Mapping Attack Chain to Countermeasures

CM0001 Protect Sensitive Information CM0029 TRANSEC
CM0002 COMSEC CM0030 Crypto Key Management
CM0004 Development Environment Security CM0031 Authentication
CM0005 Ground-based Countermeasures CM0032 On-board Intrusion Detection & Prevention
CM0008 Security Testing Results CM0033 Relay Protection
CM0010 Update Software CM0034 Monitor Critical Telemetry Points
CM0011 Vulnerability Scanning CM0035 Protect Authenticators
CM0012 Software Bill of Materials CM0039 Least Privilege
CM0013 Dependency Confusion CM0040 Shared Resource Leakage
CM0014 Secure boot CM0042 Robust Fault Management
CM0015 Software Source Control CM0043 Backdoor Commands
CM0016 CWE List CM0044 Cyber-safe Mode
CM0017 Coding Standard CM0047 Operating System Security
CM0018 Dynamic Analysis CM0052 Insider Threat Protection
CM0019 Static Analysis CM0053 Physical Security Controls
CM0020 Threat modeling CM0054 Two-Person Rule
CM0021 Software Digital Signature CM0055 Secure Command Mode(s)
CM0023 Configuration Management CM0069 Process White Listing
CM0025 Supplier Review CM0070 Alternate Communications Paths
CM0026 Original Component Manufacturer

Many of these countermeasures 
likely not feasible for mission that 
are already launched

SPARTA has direct 
mapping from TTP to 
Countermeasures
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Combining the 4 Attack Chains
SPARTA Navigator – Extracting Countermeasures / NIST Controls

https://sparta.aerospace.org/navigator 

Countermeasure      NIST 800-53     Sample “Shalls”

https://sparta.aerospace.org/navigator
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SPARTA Countermeasure Mapper / Defensive Gap Analyzer
https://sparta.aerospace.org/countermeasures/mapper

• Attack chains built in SPARTA’s navigator can help identify countermeasures against the TTPs used in the attack
– Many users do not know TTPs, they only know the countermeasures they have implemented (or plan to)…

• The SPARTA capability enables a graphical mechanism to select and deselect countermeasures from SPARTA’s 
defense-in-depth view, as the starting point, to drive TTP mitigation & security planning

– It can export the data into Excel which provides tabs for coverage and gaps from a TTP perspective, including NIST controls
• Below depicts the TTPs that have some mitigation when only applying COMSEC/TRANSEC/TEMPEST

– Green/Yellow/Orange indicates some level of coverage where Red indicates no coverage of the TTP

Excel Output

Thorough TTP Coverage No TTP Coverage

Reducing TTP Risk Each with Each Countermeasure
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Control Mapper

Control Mapper is Good for Comparing NIST 800-53 Control Baselines and their TTP Mitigation
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Only Using 800-53 Controls 
Mapped to NIST CSF v1.1
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NIST Moderate Watermark
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NIST High Watermark
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Aerospace Recommend
NIST Profile  

Note: TOR in Development 
to drive CNSS Space Overlay Update
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Notional Risk Scores

• Builds on previous work published in Aerospace Report TOR-2021-01333-REV A which details a generic threat model 
and risk assessment approach that considers a high-level view of adversary capabilities and ranks them into tiers. 
• TTPs potential impact, resulting in a NOTIONAL risk determination which can be represented in a standard 5x5 risk 
matrix.
• Three notional risk values are now provided for TTPs, sorted by system/mission criticality as follows:

– HIGH Criticality System (critical infrastructure, military, intelligence, or similar)
– MEDIUM Criticality System (civil, science/weather, commercial, or similar)
– LOW Criticality System (academic, research, or similar)
• Ranging from 1-25, each of these three distinct values can be placed 
on the risk matrix 5x5, and will be presented on TTP pages 

– Notional Risk (H | M | L): HighRisk# | MediumRisk# | LowRisk#

https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://sparta.aerospace.org/notional-risk-scores
https://sparta.aerospace.org/related-work/risk-assessment
https://sparta.aerospace.org/related-work/risk-assessment
https://sparta.aerospace.org/related-work/risk-assessment
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https://sparta.aerospace.org

Key SPARTA Links: 
• Getting Started with SPARTA: https://sparta.aerospace.org/resources/getting-started | https://sparta.aerospace.org/resources/ 
• Understanding Space-Cyber TTPs with the SPARTA Matrix: https://aerospace.org/article/understanding-space-cyber-threats-sparta-matrix 
• Leveraging the SPARTA Matrix: https://aerospace.org/article/leveraging-sparta-matrix 
• Use Case w/ PCspooF: 

• https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c
• https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed 

• FAQ: https://sparta.aerospace.org/resources/faq 
• Matrix: https://sparta.aerospace.org
• Navigator: https://sparta.aerospace.org/navigator   |  Countermeasure Mapper: https://sparta.aerospace.org/countermeasures/mapper 
• Related Work: https://sparta.aerospace.org/related-work/did-space with ties into TOR 2021-01333 REV A

Sample Media Links:
• https://cyberscoop.com/space-satellite-cybersecurity-sparta/ 
• https://www.darkreading.com/ics-ot/space-race-defenses-satellite-

cyberattacks 
• https://thecyberwire.com/podcasts/daily-podcast/1715/notes & 

https://thecyberwire.com/newsletters/signals-and-space/6/21 
• Hacking Spacecraft using Space Attack Research & Tactic Analysis (April 2023)
• In-depth Overview - Space Attack Research & Tactic Analysis (November 2022)

Overview Briefings:

https://sparta.aerospace.org/resources/getting-started
https://sparta.aerospace.org/resources/
https://aerospace.org/article/understanding-space-cyber-threats-sparta-matrix
https://aerospace.org/article/leveraging-sparta-matrix
https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c
https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed
https://sparta.aerospace.org/resources/faq
https://sparta.aerospace.org/
https://sparta.aerospace.org/navigator
https://sparta.aerospace.org/countermeasures/mapper
https://sparta.aerospace.org/related-work/did-space
https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://cyberscoop.com/space-satellite-cybersecurity-sparta/
https://www.darkreading.com/ics-ot/space-race-defenses-satellite-cyberattacks
https://www.darkreading.com/ics-ot/space-race-defenses-satellite-cyberattacks
https://thecyberwire.com/podcasts/daily-podcast/1715/notes
https://thecyberwire.com/newsletters/signals-and-space/6/21
https://sparta.aerospace.org/resources/OTR-2023-00637_SPARTA_CYSAT.pdf
https://sparta.aerospace.org/resources/SPARTA_Overview_InDepth_Nov22.pdf
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Other Aerospace Papers and Resources
Many Were Input into SPARTA

• Indiana University Space Cybersecurity Digital Badge - https://kelley.iu.edu/programs/executive-
education/programs-for-individuals/digital-badges/cybersecurity-foundations.html 

• DefCON Presentations:
– DEF CON 2020: Exploiting Spacecraft
– DEF CON 2021: Unboxing the Spacecraft Software BlackBox Hunting for Vulnerabilities
– DEF CON 2022: Hunting for Spacecraft Zero Days using Digital Twins

• Papers/Articles:
– 2019: Defending Spacecraft in the Cyber Domain
– 2020: Establishing Space Cybersecurity Policy, Standards, & Risk Management Practices
– 2021: Cybersecurity Protections for Spacecraft: A Threat Based Approach
– 2021: The Value of Space 
– 2022: Protecting Space Systems from Cyber Attack

• July 2022 Congressional Testimony:
– Video: https://science.house.gov/hearings?ID=996438A6-A93E-4469-8618-C1B59BC5A964
– Written Testimony: https://republicans-science.house.gov/_cache/files/2/9/29fff6d3-0176-48bd-9c04-

00390b826aed/A8F54300A11D55BEA5AF2CE305C015BA.2022-07-28-bailey-testimony.pdf

https://kelley.iu.edu/programs/executive-education/programs-for-individuals/digital-badges/cybersecurity-foundations.html
https://kelley.iu.edu/programs/executive-education/programs-for-individuals/digital-badges/cybersecurity-foundations.html
https://www.youtube.com/watch?v=b8QWNiqTx1c
https://www.youtube.com/watch?v=WvKtdXSRvhM
https://www.youtube.com/watch?v=t_efCpd2PbM
https://aerospace.org/sites/default/files/2019-11/Bailey_DefendingSpacecraft_11052019.pdf
https://aerospace.org/sites/default/files/2020-10/Bailey%20SPD5_20201010%20V2_formatted.pdf
https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://csps.aerospace.org/sites/default/files/2021-08/Gleason-Wilson_ValueOfSpace_20200511.pdf
https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
https://science.house.gov/hearings?ID=996438A6-A93E-4469-8618-C1B59BC5A964
https://republicans-science.house.gov/_cache/files/2/9/29fff6d3-0176-48bd-9c04-00390b826aed/A8F54300A11D55BEA5AF2CE305C015BA.2022-07-28-bailey-testimony.pdf
https://republicans-science.house.gov/_cache/files/2/9/29fff6d3-0176-48bd-9c04-00390b826aed/A8F54300A11D55BEA5AF2CE305C015BA.2022-07-28-bailey-testimony.pdf


SPD-5 Presentation

Brandon Bailey, Senior Project Leader, Cyber 
Assessments and Research Department, The Aerospace 
Corporation

Kassandra Vogel, Principal Space Systems Security 
Architect, Blue Origin



Space Information Sharing and Analysis Center

Space Policy Directive 5 ISAC Task Force 

Paper and Path Ahead



SPD-5 High Level

Space Policy Directive 5 (SPD-5) states, “the United States considers unfettered freedom to 
operate in space vital to advancing the security, economic prosperity, and scientific knowledge 
of the Nation…Therefore, it is essential to protect space systems from cyber incidents in order to 
prevent disruptions to their ability to provide reliable and efficient contributions to the operations 
of the Nation’s critical infrastructure.” 

SPD-5 also defines “Space System” as “a combination of systems, to include ground systems, 
sensor networks, and one or more space vehicles, that provides a space-based service.”

 It also describes how “space system owners and operators should collaborate to promote the 
development of best practices, to the extent permitted by applicable law. They should also 
share threat, warning, and incident information within the space industry, using venues such as 
ISAC to the greatest extent possible, consistent with applicable law.”



SPD 5: Cybersecurity Principles for Space Systems

Space systems and their supporting infrastructure, including 
software, should be developed and operated using risk-
based, cybersecurity-informed engineering 
• Space systems should be developed to continuously monitor, 

anticipate, and adapt to mitigate evolving malicious 
cyber activities that could manipulate, deny, degrade, disrupt, destroy, 
surveil, or eavesdrop on space system operations.  

• Space system configurations should be resourced and actively 
managed to achieve and maintain an effective and resilient 
cyber survivability posture throughout the space

• Space system owners and operators should develop and implement 
cybersecurity plans for their space systems that incorporate capabilities 
to ensure operators or automated control center systems can 
retain or recover positive control of space vehicles

{Addressed by SPARTA 
countermeasure CM0053}

{Addressed by SPARTA 
countermeasures
CM0002,CM0031}

PHYSICAL SECURITY 
OF TT&C 
ENVIRONMENT

TT&C PROTECTION 
USING ENCRYPTION
OR AUTHENTICATION

JAMMING AND 
SPOOFING 

PROTECTIONS
{Many countermeasures

exist to address both TTPs
EX-0016, EX-0014}

SUPPLY CHAIN RISK 
MANAGEMENT

INSIDER THREAT

{Many counter-measures exist 
to address TTP IA-0001}

{Addressed by SPARTA 
counter-measure CM0052}



SPD-5 Work at ISAC

Space ISAC Members have led several initiatives to review, implement, 
and provide suggestions for SPD-5

• Performed a survey across membership base on standards being used

• The Aerospace Corporation published a quick look at SPD-5 in October 2020 and later, in 2021, 
Members of the Space ISAC also published implementation suggestions for SPD- 5 in a published 
white paper. 

• Originally, Space ISAC put together a working group to discuss and develop implementation 
guidance for SPD-5. 

• While there was no formal deliverable produced by that working group, the need for best 
practice publication persists and the responsibility falls within the newly formed SPD-5 Task 
Force

• First draft of initial deliverable from SPD-5 Task Force has been published and sent to White 
House Office of the National Cyber Director (ONCD) – discussed on subsequent slides

https://aerospace.org/sites/default/files/2020-10/Bailey%20SPD5_20201010%20V2_formatted.pdf
https://www.researchgate.net/publication/355909074_Translating_Space_Cybersecurity_Policy_into_Actionable_Guidance_for_Space_Vehicles


SPD-5 Gaps…Does Not

• Address key elements of the space ecosystem such as launch, manufacturing, and 
crewed vehicles

• Account for the full cyber threat landscape as it relates to the space threat 
environment across legacy and new developments

• Account for emerging space capabilities such as lunar permanence or cislunar-and-
beyond missions

• Acknowledge the gap in space-specific best practices that enable space 
protection concepts and does not offer a perspective regarding the lack of space-
qualified cybersecurity and security- enabled technologies

• Simply following industry best practices, as the policy states, implies there are well 
established cyber best practices for the space industry

• Have any enforcement elements
• Acknowledge lack of space-qualified cybersecurity technologies {low TRL}
• Address intersection of safety and security needs which would provide valuable 

context to the protection principles, which could be accomplished by a companion 
set of threat informed cybersecurity best practices to aid practitioners with the 
implementation of The Directive.



Threat Informed Covering All Segments/Phases

• Recommended that Space ISAC constructs best practices using the following 
organization. Supply chain considerations span all elements of the lifecycle and 
segments of a space system.

• This concept translates to providing 
best practices on design and 
development of the ground, 
space, link, and user segments

• Using threat and tactics, techniques, 
and procedures (TTPs) to drive best 
practice development should ensure the best practices are motivated by necessity 
and not compliance with a regulation or standard that typically trails the threat 
landscape. { ATT&CK and SPARTA can help here }

• Must address verification and validation of security implementations. Not a checklist 
exercise!! Must have demonstratable evidence



Threat Informed Covering All Segments/Phases

• A summary graphic was created to articulate the current state of cybersecurity best 
practices and standards across the lifecycle

• Space ISAC community to define the 
top 5-10 threats with a focus on 
mitigation techniques as the first step 
for the SPD-5 Task Force

• Translating the thousands of pages of 
existing guidance using threats and TTPs 
as the catalyst into manageable guidance, which will greatly benefit the space 
industry

• Breaking the problem down into increments across the lifecycle and segment ensures the 
problem is more manageable vice treating as a monolithic cyber black box.

• Leverage community to ensure best practices are realistic



Future Work

• Update initial ONCD deliverable based on feedback

• Increase participation in SPD-5 Task Force – Come Join Us!!!

• Establish top 5-10 threats/TTPs to drive countermeasures / best practices 
development

• Must consider legacy vs new development, enforcement, cost, etc.
• Iterate, rinse, repeat – will need to continue until all phases, segments are 

covered adequately 

• Want to turn this graphic to be
greener over time!

• Generic guidance must be
tailored with space considerations

• Threats/TTP and risk driven



Discussion

Comments

Questions





Networking Reception and 
Star Party

Where: 3650 N Nevada Ave.

When: 7:00PM MT



Space Environment and 
Space Weather

William Murtagh, Program Coordinator, National 
Oceanic and Atmospheric Administration (NOAA) 
Space Weather Prediction Center (SWPC)

Bob Rutledge, Principal Director, Space Science 
Applications Laboratory, The Aerospace Corporation

Dr. Delores Knipp, Research Professor, Smead 
Aerospace Engineering Sciences Dept, University of 
Colorado Boulder

Dr. John Noto, Chief Scientist, Orion Space Solutions



Space Weather and the Space Environment

Bill Murtagh, NOAA Space Weather Prediction Center

Bob Rutledge, Director, Space Science Department,  
Aerospace Corporation

Dr. Delores Knipp, Research Professor, Smead 
Aerospace Engineering Sciences Dept, CU

Dr. John Noto, Chief Scientist, Orion Space Solutions
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Magnetosphere

Energetic 
Charged Particles

Electromagnetic
Radiation

Key drivers of space weather

Ionosphere

Magnetic Field
(Magnetized Plasma) 



Solar Cycle
Approaching Solar Maximum



Signal

Space weather impacts on Satellites

Signal degradation

Satellite drag



10 Years of Solar Active Regions from SDO

Delores Knipp 

Smead Aerospace Engineering Science

Space Weather Technology Research 
& Education Center

University of Colorado Boulder

The Sun: Jammer, Spoofer, Data Denier 

Credit  NASA SDO

NASA ISS
Supported by AFOSR, NASA & NSF

Space ISAC
17 October 2023

NASA 
NASA  ISS

Graphic created for August 1972 event
Courtesy Australian Broadcasting Corp, Used with Permission

The Sun: Jammer, Spoofer, Data Denier 

SWx TREC



10 Years of Solar Active Regions from SDO

• Mostly well-behaved local star

• Periodically bristles with:
• Sunspots/Magnetic Active Regions

• Flares
• Solar Energetic Particles
• Coronal Mass Ejecta

• The results: Space Weather
• Radio/Comms/GNSS Challenges
• Radiations Storms
• Geomagnetic Storms

• Beautiful Aurora

• R/S/G scales 1-5

The Sun:    Magnetically Active Star       

Credit  NASA SDO

NASA 

NASA  ISS
Credit  NASA ISS



Sun: Jammer, Spoofer, Data Denier 

Active Regions Flares & Radio Bursts

Energetic ParticlesMass Ejections

Credit NASA

Energetic ParticlesMass Ejections

R4

G5 S4

• Multiple flares and ejecta  from “delta’ sunspot
• Flare saturated new Navy solar detectors
• Radio burst 100 x background @1 GHz 
• HF frequency communications not possible
• VLF frequency comms greatly disturbed

• Fast Interacting Ejecta
• Extreme Solar Energetic Particle (SEP) event 

• Particles trapped between converging shocks
• Space based detectors & solar panels swamped

Active Regions

FlaresActive Regions

R5

BASS2000, Paris Observatory, PSL

August 4  1972



Sun: Jammer, Spoofer, Data Denier 

Active Regions Flares & Radio Bursts

Energetic ParticlesMass Ejections

Credit NASA

Energetic ParticlesMass Ejections

R4

G5 S4

• Early ejecta cleared  path for following ejecta
• Subsequent interacting ejecta
•  ~2300 km/s speeds (fastest recorded)
• ~ Mach 10

• Extraordinary compression of geomagnetic field
• Excited Currents Particles, E&M Waves

Active Regions

FlaresActive Regions

R5

BASS2000, Paris Observatory, PSL

August 4  1972

Love (2022)

Long distance comm lines failed



Sun: Jammer, Spoofer, Data Denier 

Active Regions Flares & Radio Bursts

Energetic Particles
Mass Ejections

Credit NASA

Energetic ParticlesMass Ejections

R4

G5 S4

• Extraordinary compression of geomagnetic field
• Excited Currents Particles, E&M Waves

Active Regions

FlaresActive Regions

R5

BASS2000, Paris Observatory, PSL

August 4  1972

“..a series of extremely strong solar flares caused 
a fluctuation of the magnetic fields, in and 
around, Southeast Asia. The resulting chain of 
events caused the premature detonation of over 
4,000 magnetically sensitive DSTs (Destructor 
mines)” Gonzales, https://www.angelo.edu/content/files/21974-a

“… the Haiphong Destructor (mine) Field was 
actually swept by a solar magnetic storm in 
August of 1972.” Hartmann & Truver (1991)

•Knipp, D. J., et al. (2018), Space Weather, 16. https://doi.org/10.1029/2018SW002024 

By United States Navy photograph - Scanned from Melia, Tamara 
Moser, "Damn the Torpedoes": A Short History of U.S. Navy Mine 
Countermeasures, 1777-1991, Washington, D.C.: Naval Historical 
Center, 1991, ISBN 0-945274-07-6, p. 108., Public Domain, 
https://commons.wikimedia.org/w/index.php?curid=32761410

Manilla

https://doi.org/10.1029/2018SW002024


Today if the Sun Goes REALLY Rogue:   What Gives Me Pause?
Spacecraft Orbiting Earth

• Vast majority in Low Earth Orbit (LEO)

• Arrows 
• Publicly known events where 

catalog had to be ‘reassembled’ 
due to Space Weather event

• Monitored by  USAF/USSF as
    Catalog of Resident Space Objects

•  Position & Track

• Growing debris field

• Spacecraft # increase in late 2000’s 
due to satellite constellations

• 20 years since last widely 
acknowledged  catalog event 

1967    1972                     1989 1991         2003

Objects Including Debris

NASA



10 Years of Solar Active Regions from SDO What is the Sun capable of 
in today’s electronically 

reliant world?

How much notice?

Could adversaries take 
advantage of 

data denial, jamming, 
satellite tracking issues?

The Sun: Jammer, Spoofer, Data Denier 

Credit  NASA SDO

NASA ISS

NASA 
NASA  ISS

Graphic created for August 1972 event
Courtesy Australian Broadcasting Corp, Used with Permission

SWx TREC



’

Satellites big and small

Position errors in the 10’s km range 
for moderate space weather

Limited operator experience with 
big solar events 

Anything Reliant on Global 
Navigation Spacecraft System:

Trains, Planes, Automobiles, 
Ships, Drones Can ‘Lose Lock’

Congested LEO/Space Catalog Transition

Berger et al. (2020) SWE Journal

Backup



Space ISAC
John Noto
10/17/23

Why we need to improve 
Space Weather Forecasting



Why do we care?

Interaction of the magnetosphere with the 
Ionosphere and Thermosphere, and the 
solar wind. From [Sarris, 2019]

Ionospheric effects
Ø Communicate

Ø HF propagation issues 
Ø Sat-Comm VHF-S band

Ø Navigate
Ø L-band GPS and PNT disruption (scintillation)

Ø Surveillance
Ø OTH Radar

Neutral Atmosphere effects
Ø Space Traffic Management

Ø Orbital Maneuvers
Ø Collision avoidance
Ø Catalog Maintenance



Small Storm, Big Effects

day

Disturbance -Storm 
Time (DST)

B(nT)

moderate (−50 nT > minimum of Dst > −100 nT), 
intense (−100 nT > minimum Dst > −250 nT) or 
super-storm (minimum of Dst < −250 nT).

McGinness, et al.,The effects of a small geomagnetic storm on Earth's thermosphere and ionosphere: ICON observations of the 25 January 2021 disturbance.
Journal of Geophysical Research: Space Physics, 128, e2022JA031207.

Auroral Electrojet (AE) 
Index

Solar wind energy 
transferred to the 
magnetosphere

heating
AE represents 
enhanced B from 
ionospheric current 
in and below the 
auroral zone



Observed changes in density

The NmF2 ratio of 26 January to 
25 January at 223 km as a 
function of solar local time for 
ICON's first three daytime 
passes.

McGinness, et al.,The effects of a small geomagnetic storm on Earth's thermosphere and ionosphere: ICON observations of the 25 January 2021 disturbance.
Journal of Geophysical Research: Space Physics, 128, e2022JA031207.

Peak O+ density



The problem!

Management

• Space traffic growing 
exponentially, with no 
sign of slowing down

• Space Force tracks over 
29,000 objects in Low 
Earth Orbit, in an 
increasingly crowded 
environment

• Satellite orbits are 
affected by space 
weather via changes in 
atmospheric drag

Interruption/failure

Proper Attribution
• Equipment
• Environment
• Enemy/Adversary

Using physics based 
and assimilative models 
we can provide better 
forecasting for both the 
neutral and ionized 
parts of the 
atmosphere!

But we need more data!



Improvements in satellite drag prediction

Validation Satellite: Swarm-A (450 km)

The smaller error would reduce 
collision uncertainties and the 

number of false alarms.

Ensemble Kalman filter provides 
more precise predictions of orbital 

dynamics than other models.HASDM Error

Dragster ErrorMSIS Error

Position Error Assuming No Drag



Improvements in Ionosphere prediction

baseline

Baseline
+
Ground 
based TEC
+
Ionosonde
+
Cosmic 2
+
PlanetIQ

A better result validated by ground based ionosondes



Evolvable Cislunar Space 
Ecosystem: Sharing Data Across 
Systems of Systems
Ronald Birk, Principal Director, The Aerospace Corporation

Dr. Aaron Enes, Principal Engineer, Blue Origin

Dr. Michael Klipstein, CISM, CISSP, Senior Public Policy Advisor, 
Baker Donelson

Debi Tomek, Senior Advisor, National Aeronautics and Space 
Administration (NASA)

Ben Reed, Chief Technology Officer (CTO), Quantum Space
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© The Aerospace Corporation, 2023

Cislunar Ecosystem

Ron Birk
Space Enterprise Evolution

Civil Systems Group

October 10, 2023
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Enterprise integration across 12 layers of infrastructure
ESTABLISHING A SUSTAINABLE CISLUNAR ECOSYSTEM

• Extend human economic activity into deep space by establishing a permanent human presence on the 
Moon, and, in cooperation with private industry and international partners, develop infrastructure and 
services that will enable science-driven exploration, space resource utilization, and human missions to 
Mars. - National-Space-Policy.pdf

https://trumpwhitehouse.archives.gov/wp-content/uploads/2020/12/National-Space-Policy.pdf
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1. INCOSE:  
https://sebokwiki.org/wiki/
Systems_of_
Systems_(SoS)

2. Birk/Guidi definition

Technology

System

Systems of Systems

Ecosystem

Evolvable
Ecosystem

Application of scientific knowledge 
to a practical means.

Arrangement of parts or elements that 
together exhibit behavior or meaning that 

the individual constituents do not. 1

A set of systems or system elements that interact to 
provide a unique capability that none of the 

constituent systems can accomplish on its own.1

Ecosystem transformations over time as a function of 
changes in available operating systems and functions. 2

Linked system of systems, symbiotic functionalities, and 
the operating environments where they interact. 2

Fit together >> Interoperate together >> Evolve together
ENABLING SPACE ENTERPRISE EVOLUTION

https://sebokwiki.org/wiki/Systems_of_Systems_(SoS)
https://sebokwiki.org/wiki/Systems_of_Systems_(SoS)
https://sebokwiki.org/wiki/Systems_of_Systems_(SoS)
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Across Owners/Operations of Space, Ground, and Decision Support Systems
ACHIEVING SPACE ENTERPRISE INTEGRATION



Quantum Space Proprietary and Confidential Information 87



Data Center

Comm Relay

88

ISAM Outpost

Client

Outpost Resupply



Consortium for Space 
Mobility and ISAM 
Capabilities (COSMIC)
Ronald Birk, Principal Director, 
The Aerospace Corporation

































Charting the Path to Prosperity: 
Navigating the Future of the 
Space Economy
Lesley Conn, Senior Director, Space Foundation

Kelli Kedis Ogburn, VP of Space Commerce, Space 
Foundation



Charting the Path to Prosperity: 
Navigating the Future of the Space 

Economy
Value of Space Summit 2023



Global Space Forecast, 2022-2027
8% Growth in 2022
$546 Billion Total
$772 Billion by 2027



Four Key Sectors
• Commercial 

Infrastructure and 
Support

• Commercial Space 
Products and Services

• U.S. Government Space

• Non-U.S. Government



Sectors Now Showing Strong Growth
• Satellite 

Communication
• Earth Observation
• Launch Services 

Future Sectors
• AI and Big Data
• New Space 

Stations
• Cislunar
 



Top Government Space Spending
• $119B in 2022

• $52B in Global 
Defense

• $26B U.S. non-
military 
spending



Kelli Kedis Ogborn
VP of Space Commerce and Entrepreneurship

kkedisogborn@spacefoundatioin.org

Lesley Conn
Director, Research & Digital Programming

lconn@spacefoundation.org
thespacereport.org



Gretchen Bliss,
Director of Cybersecurity Programs
University of Colorado Colorado 
Springs (UCCS)



Space ISAC Interview with the 
Fellows
Bernadette Maisel, Workforce Development Director, 
Space ISAC

Lydia Siramdane, Cyber Systems Engineer, Peraton

Xavier Foster, Fellow, Space ISAC






